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Abstract

Th e Natio nal Institute of Standards an d Technology (NIST) in the U.S. has ini tiate d

a process to devel op a Federal Infonnation Processing Stan dard (FIPS) for an Advanced

Encryption Stand ard (A ES) [t], to become the standard for priva te-key block encryp tion.

The Dew encryp tion algorithm will be based on a 128-bit block size and t he key size can be

128, 192, or 256 hits. AES will be a replacement for the Da ta Encryption Standard (DES) [21

which is based on a 64-bit block size and bas a 5&.bit key. In this regard , the agency has

accepted candida te algori thm nominations for AES .

On e of the important evaluation crit eria concerns th e efficiency of the private- key block

ciphe r from the hardware imp lementa tion perspective . Re6 {3] and CA ST- 256 [41are among

t he fifteen cand ida te algorithms that have been accep ted in the first round of the AES

development phase. This thesis investigates the efficiency of these two AES candi dates from

the hardware imp lementation perspec tive with Field Programmable Gat e Arr ays (FPGAs)

as the target technology.

Our analysis and synt hesis studies of both the ciphers suggest it would be desirable for

FPGA implement at ions to have a simpler cipher design that makes use of simpler operati ons

that not onlv possess good cryptographic properties , but also make th e overal l cipher design

efficie nt from the hardware implementat ion perspective. A2, a result , the thesis also proposes

a new private-key block cipher design that, not only is very efficient as far as its implemen­

tati on in FPGAs is concerned, but at th e same time is secure against the two most potent

attacks that have been app lied to block ciphers , namely , differential and linear cryptanalysis.
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Chapter 1

Introduction

Civilization is the progr ess toward a society of privacy . The savag e 's whole exis­

tence is public, ruled by the laws of his tribe . Civilization is the process of setti ng

man free from men. Ayn Rand . The Founta inhead (19';3)

In t he recent years , there has been a great need for much improved techniques of securely

transmit ti ng and storing info rmation. From electronic mai l to cellular communicat ions, se­

cure web access to smart cards and electronic commerce, wireless LAN and WAN computer

networks to vir t ual priva te netw orks (VPNs) - these and other new inf ormation-based ap­

plications will have far reaching consequences , affecting the way business is done as well as

private communication and social in teraction. As this happens, security aspec ts of com­

munication systems are of growing commercial and public interest . Unfortunately, these

aspects have been widely underestimated or ignored in the past. Today, however , there is

high demand for expertise and high-quality produ cts in the field of information security and

cry ptography.

Until recently, encryption products were generally in the fonn of specialized hardware.



These encryption/decryption devices plugged into the communicati ons line and encryp ted

al l the data going across the line. Alt hough, software encryp t ion is becoming more preva­

lent today, hardware is still the embod iment of choice for many mili tary and commerci al

applications. As an ind ustry trend , man y companies in Nort h America as well as Europe

are developing cryptographic hard ware for applications such as secure voice, fax: and dat a

net works , secur e VPN cryptographic accelerators, protoco l sensi tive encryption for wide area

networks , an d DSP voice ciph ering .

Speed and security are also impo rtant issues that play in the favour of the hardware

impleme ntation of encryption de vices. Encryp tion algorit hm s involve many complex oper­

at ions on the message or plaintext bits . Oft en these are Dot the type of operatio ns th at

are incorporated into our typical des kto p computers. The most widely accepted private-key

block cipher, the Data Encryption Standar d (DES) [2], int rodu ced in 1977, runs inefficiently

on general purpose processors. Alt hough, some cryptographers have tri ed to shape their

algorithms to suit software implementations, specialized hard ware such as an encryption

chi p will likely emerge as t he win ner in efficiency. Another key factor that favours the hard­

ware imple men tation of a block ciphe r is security. An encryption algorit hm being run on a

gene ra lized computing machine has no physical protec tion . On the other hand , hardware

encryption devices can be secur ely encapsul ated to prevent this. O ther factors that suggest

a hard ware implement ation include cost, ease of installation , an d lower power consumption.

T he Na tional Institute of Stan dar ds and Technology (NIST) in the U.S. has initiated

a process to develop a Federal Inform at ion Processing Standard (FIP S) for an Advanced

Encryption Stan dard (AES) [IJ. T he new encryption standa rd is based on a 128-bit block

size and a 128, 192, or 256-bit key size. T his st andar d will be a rep lacement for DES. This



thesis exam in es the hard ware imp lemen tation of two private-key block cip hers, RC6 [3] and

CAST-256 [4},in Fiel d Programmable G a te Arrays (F PGAs). Both RC6 and CAST-25f) are

among the fifteen candidate algorithms th at have been accep ted in the first round of AES

deve lopment phase . The thesis also proposes a simpler priva te-key block cipher design that

is very efficient in terms of hard ware imp lementation in FPGAs.

1. 1 Motivat ion for t he R es earch

Th e Da ta Encryp tion Standard (DES) [2], a priva te-key block cipher, is the mos t widely

used cryp tosysrem in the world . DES was developed by IBM, as a modification of an ear lier

cry p tosyst em known as LUCIFER [5). DES was first publ ished in the Federal Regist er in

1975. DES was ad opted as a stan dard for "unclassified" applicatio ns in 1977 by the Nat ional

Bureau of Standards (NBS).

DES h as bee n a target of cri ticis m since its incep tion in 1977. O ne o bjection of DES

concerns the myst ery surro undi ng the design of its s-bcses, which bein g the only aoalia-

ear component of the cryp tos ystem, is vital to its security . However, t he mos t pertinent

criticism of D ES is that the size of the key, 56 bits , is too small to be really secure . Afte r

twenty two years , DES is nearing its demise and is theoretically breakable by two powerful

cryptanaJytical attacks of differential and linear cryptanalysis [6, 7J.

The National Institute of Standarrls and Techn ology (NIST) has initiated a precess to

develo p a Federal lnfo nn ati on Processing Standard (F IPS) for an Advanced Encryption

Standar d (AES) [IJ specifying an encryption al gorit hm for the twen ty-first cent ury as a

replacem ent of DES . In this regard , the age ncy has announced a request for candidate algo-

rithm nominations of AES. One of the important evaluation criteria concerns the efficiency



of the private-key block cip her from the hardw are imp lemen ta tion perspective. RC6 [3] an d

CAST-256 [41 are among t he fifteen can dida te alg orit hms that have been presen ted to the

first rou nd of the AES devel opment phase. Both ciphers are mod ifica tions of earli er gener­

ation ciphers (Res [81and CAST-128 [9]) based on smaller (64-bit) block sizes. Like most

proposed private-key block ciphers , RC6 and CAST -256 are clear ly designed for efficient

implementation in software .

T his thes is discusses th e issues that effect the hardware implementatio n of t he two AES

candida tes , RC6 and CAST -25 6, in FP GAs. Th e two major aspects of speed and hardware

complexity associa ted wit h the two ciphers are exp lored an d a comparat ive an alysis of th e

two ciphers in term s of implementa tion in FP G.J\s is present ed.

As t he resul t of our study of these two ciphers , we also propose a new private- key block

cipher, specifically tar geted for har d ware implement at ion. Th is cipher is based on simpler

opera tions that not only possess good cryptographic properti es , but also make the overall

cipher design efficient for implemen ta tion in cus to m architectures as FP GAs.

1.2 Outline o f Thesi s

Th e thesis is organized as follows :

• Chapter 2 presents a literat ure survey of the previous research t ha t is relevant to our work .

• Ch ap ter 3 examines the different issues pertaining to hardware implementation of cryptc­

gra phic algorithms in FPGAs.

• Chapter 4 examines t he design of RC6 and CAST-256 e ncry ptions and their imp lementat­

ion in tar get FPGA devices.



• Chapter 5 presents the design of a new private-key block cipher based on simpler crypto­

graphic operations and its imp lementation in FPGAs. The security of the proposed cipher

against linear and differential cryptanalysis is also examined in this chapter.

• Chapter 6 summarizes the results of the thesis and presen ts certain suggestio ns for

future work.



Chapter 2

Review of Previous Research

Security of information stems from the need for private transmission of both military and

pub lic messages . This need is as old as civiliza tion itself. T he ancient Spartans, for in­

stance, encip hered their military messages. T he first secure commu nication channels were

very simp le and their reliability depended on the physical security of messengers. Due to

the invent ion of computer syst ems and t he pervas ive intrusion of computer networks, the

spec trum of protection issues bas been stretched. :Manyprotection issues of modern day com­

put er systems and net works are strictly related to the protection of comm unication channels.

Due to the natural characteris tics of any channel, we have a communication medium that

is accessib le to eavesdroppers, so physical security is meaningless. The only way to enforce

security in communication channels is by th e app lication of cryptography.

Th e term cryptology originates from Gre ek roots meaning" hidd en" and ''word'' and is

the um brella tenn used to describe the ent ire field of secret communications. Cryptology

further bran ches into two: cryp tography an d cryp tan alysis. Cryptography is the art and SCi4

ence of transforming inform atio n into an intermediate form which secu res that information



while in storage or in transit , AJ:,opposed to steganogrophy, which seeks to hide the exis­

tence of any messa ge, cryptogra phy seeks to rend er a message unintel ligible even when th e

message is completely expos ed. Cryptanalysis, on the other hand is the aspect of cryptology

which concerns the strength an alys is of a cryptogra phic sys tem or cryptosystem, and the

penetration or breaking of a cryptosystem.

A crypt osystem is any system that employs meth ods of cryptography to encryp t a mes­

sage. EnC11/ptionis a process th at transforms the original message or info rmation referred to

as the plaintext into an encrypted message known as th e ciphertext. This ciphertext is the n

transmitted over an insecure channel. when th is ciphertext reaches the receiver, a reverse

trans formation process , referred to as decrypt ion, is perform ed t o recover the original plain­

text from the correspo nding ciphertext. Thi s encryption/decryption scheme is also referred

to as a cipher [10]. Figure 2.1 shows the encryp tion/ decryp t ion process in the context of an

insecure communica tions channel. A block cip her is a function th at maps N·bit plain text

blocks to N -bit ciphertext blocks, where N is the block length, which is 64 bits in the case

of DES and 128 bits in the case of AES.

In 1948 Shannon [11] proposed two principles th at present a so und theoretical basis

for cryptosyste ms wit h good security, name ly confus ion an d dijjwion . Confusion emp loys

substitution to hide the plaintext and the key. Diffusion spr eads the confusion effect across

the enti re ciphert ext, thereby masking any statist ical pro per ties of the plaintext .

The field of cryptography is divided into two main branches: pri vate-key cryptography

and public-key cryp tograp hy. Th e two types of cryptosystems are shown in Figure 2.2. In

priv ate-key cryptosystems, the same secre t key is used bot h for encryp tion and decryption .

Assuming the algorit hm. t o he secure enough, th e security o f the cryptosystem is based on
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Figure 2.1: A General Cryp tosys tem

keeping the key secret. In cont ras t , every user in a pub lic-key cryptosystern possesses two

keys. One key is public and is known to everyone. Th e other is private and is only known to

the person possessing it and no one else! Public-key cryptography has the advan ta ge that

a secure channel is not required to exchange keys . However , its disad vantage is that it is

orders of magnitude slower to encrypt as compared to private- key cryptosystems. :\t06l cryp­

tesystems use a combination of public and private key cryptography. In a typical scenario,

a public key scheme is first used to exchange the secret key that is then used for encry pting

or decrypt ing the messages using a private key encry ption algor it hm.

2.1 Private Key Blo ck Ciphers

Th e security of a privat e key block cip her depen ds on the communicat ing parti es sharing

the same com mon secret key. If this key is compromised, the n the encrypted messages will

be easily decrypted using the known key. Th e cipher is called a block cipher because the
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Figure 2.2: Private and Public Key Cryptcsystems

plaintext is broken into fixed length blocks before being encrypted.

2.1.1 Architectures

The first practical private key block cipher designs based on Shannon's principles of con­

fusion and diffusion were laid down by Feistel [51 and Feistel, Notz and Smith [121. These

design frameworks are referred to as Subshtution- Pennutation Network3 (SPNs) and Feistel

Net work8 or Feutel ciphers .

The SPN cryptographic network consists of & number of stages or rounds of substitution-

permutation layers. Each sub6t itution-penn utation layer (SP layer) is made up of several

smal ler sub-b lock substi tutions (known as Scboxes) followed by a large bit posit ion perm u-

tation opera tion (known as P-box). The former has the effect of Shannon's confusion, while

the latter operation imp lements Shannon's concept of diffusion. A primary key is used to
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Figure 2.3: A Basic Substitution-Perm utation Network

generate all sub keys implemented in each substitut ion-pe rmutation layer accord ing to a key

schedu le scheme. An m x n S-box has a nonlinear mapping from an m bit inpu t to an n bit

output pattern. T he Scboxes for SPNs, however , must have same number of inp uts and ou t-

puts . Such S-boxes are alsoknown as svmmetric S-boxes. Moreover , these mappings should

be bijective, meanin g th at they are a one-to-one mapping and are invert ible. Invertib ihty is

needed for the purpose of decryp t ion. T wo stages of Scboxes in an SP st ruct ure based on

.. x .. S-boxes are shown in Figure 2.3.

Another type of private key block cipher design is based on a Feistel network architecture

proposed by Feiste l, NOb:, and Smith {12J. In a Feistel architecture, as shown in Figure 2.4,

Shannon's mixing transformation can be achieved using Scboxes and permutations inside a

round function 1- But these operations are performed on only half the block at a t ime. For

10



each roun d , the right half is fed into a round function f ....bose ou tput is bitwise XORed with

th e left half. This is followed by an immediate swap ping of the two hal ves. After a tow of

R rounds , the two halves are concatenated to consti tu te the ciphertext block . Th e com plete

encryption process can be visual ized as an iteratio n of the following op erat ion :

n.+l f(fl;, K<l e L; (2.1)

where n.and L; are the righ t and left halves , respecti vely, of the block for the iUr. round.

Also , K, represents the ,-rA round su bkey,

Decryption is similar to encrypt ion, with the only exception tha t th e subkeys are used

in reverse orde r. The round function is the most criti cal compo nent of the cipher design as

it int rod uces an element of ran domness to the plain text . It is basically t he stru ct ure of the

round fun cti on that dis tinguishes between diJferent Feistel ciphers. Feistel ciphers , unlike

SPNs , can have asymmetri c S-boxes , t.e. m of: n,

Most of the existing commercial cryp tographic implementations use DES for their priva te

key algori thms. Th e Data Encryption Standard , first intro duced in 1977 as an encryption

standard for unclass ified applications is based on a 64-bit block size. The key size is 56

bits . T he round function expands the 32-bit inpu t into a 48-bit block using an expansi on

table, followed by an XOR operation involving a 48-bit subkey generated by the key !JckJule

scheme and the 48-bit expanded block . Th e resultan t 48 bits are th en fed into eight 6 x 4

S-boxes. The output of the eight S-boxesgoes through a final 32-b it perm utation giving the

final 32-bit output of th e round function.

Th e ciphers are typ ically keyed by applying subkey bits (derived for each roun d by the

key schedule) to t he S-boxes employin g either :
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Figure 2.4; A Basic Feistel Structure

(i) select ion keying: Here the key bits select the desired mapping for a part icul ar Scbox.

(ii) XOR keying: Here th e key bi ts are XORed with the input bits before feeding into the

8-box.

2.1.2 P opular Priva t e-key B lock Ci phers

Over the years , many private-key block ciphers have been proposed as poten tial replacements

for DES . The structure of these block ciph ers mayor may not be a Feistel network . An

introduction to some of the popular private-key block ciphers is presented here.

Blowfish (131 is an algorithm developed by Bruce Schneier. It is a block cipher with a

64-b it block size and variable lengt h keys (up to 448 bits) . It has gained a fair amount of

acceptance in a number of applications. No successful attacks are known agains t it . Blowfish
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is used in a num ber of popular software packages , including Na utilus and PGPfone.

FEAL [14J is a 64-bit block ciph er with a 64-bit key. It is basically a Feistel structure.

Th e 8 x 8 Scboxes in the round function execute XOR addi tions and byte rot atio ns. The

algori thm is well suited for 8-bit microprocessors. However, the down side of this cipher

has to do with its resistance against differential crypt analysis. It has been shown that the

algori thm wit h less than 8 rou nds can be easily broken using differential crypt an alysis [15J .

The cipher is resistan t to this kind of at t ack only if the number of rounds exceeds 32 [161.

IDEA (Intern ational Data Encryption Algorith m) is an algorithm developed at ETH

Zurich in Switzerl and [17). It uses a 128 bit key, and it is general ly considered to be very

secure. The block size is again 64 bits. The algorithm uses a mix of three different groups

of operations - bitwise XOR, in teger additions and integer mult ip lica tion s. It has already

been around for several years, and no prac tical attacks on it have been pub lished despite the

number of attempts to analyze it. IDEA is pat ented in the Uni ted States and in moot of

the European countries. Th e pa tent is held by Ascom-Tech. Non-commercial use of IDEA

is free .

RC5 [8] is a very efficient word-oriented secret-key block cipher. It is a parameterized

fam ily of symmetric ciphers . It uses a variable word size, a variable-length secret key and

a variable num ber of encryp tion ro unds . The archit ecture of thi s novel symm etric block.

cipher does not fall into the realms of a typical SPN or Feistel cipher . This algorithm makes

use of data-dependent rotations. It also makes use of intege r additions, subtract ions and

bitwise XORs . RC5 has been shown to be very resistant against both linear and differential

cryptanalysis (18), although potentially suscept ible to timin g a ttacks (19J.

CAST-128 [9] is ano ther private-key block cipher tha t is based on a 64-bit block size.
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It uses a 128-hit primary encryp t ion key. The algori thm uses six 8 x 32 S-hoxes . T he

strength of this algorithm has been shown to lie in the large size of t he S-boxes {9J. Lee,

Heys, and Tavares {20] sbowed t ha t the algo rithm is resistant to both linear and differen tial

cryptanaJ:rsis.

2.1.3 Advanced Encryption Standard (A ES)

As mentioned ear lier , the National Institute of Stand ards an d Technology (NlST ) bas un­

veiled a process to develop a federal lnf onnation Processing St an dard (f IPS) for an Ad­

vanced Encryption Standard (A ES) {I ). The AES represen ts a specificat ion for a pri vat e-key

block cipher as a replacement for DES. As a part of the AES process, a number of minimum

acceptability requirements have been d raft ed . These candidate algo rithm evalua tion criteria

include:

• AES shall be a. symme tric privat e-key block cipher .

• T he adop ted st andard shall be publi cly defined .

• AES should be sui tab le both for hardware and software imp lemen tations .

• The key length for the AES may be increased as needed .

• Candid a te algorithms t ha t meet the above requirements will be j udged on the basis of

th e following factors ;

1. Computational efficien cy

2. Hardware complexity

3. Encryp t ion speed
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4. Software suit ability

5. Memory requirements

6. Flexi bility

7. Licensing requirements

8. Simplicity

Fifteen candidate algori thms have been presen ted to t he first round of AES de velopm ent

phase . Inform a tion o n AEScandidat es can be found in [1]. CAST-256 and RC6 are two

of t he fifteen AES submissions and are invest igated in this thes is. T he emph as is of th is

invest igation is on the hardware imple me ntation of th ese ciphers in FPGAs. Both ciphers

are strong cand idates because they are mod ifica tions of th eir earlie r vers ions (CAST-128 (9)

and RCS IS]). Like most of these proposed ciphers . CAST· 256 and RC6 are des igned for

efficient implementations in software . But as one of th e implementa tion req uirem ents for an

AES can didate. the hard ware efficiency ofthese algori t hms has to be thoroughly investiga ted .

Detailed archi tectu res of the CAST-256 an d RC6 ciphers are present ed in Cha pte r 4.

2 .2 Cryptographic Properties of a Block C ipher

Since its adop tion as a standard, DES has been the focus of most of the research in privat e­

key cryptogra phy. :Much of the effort had been di rected towards cryp tanalyring DES or

investigating properties that might improve the overall securi ty of the cipher. In t his section.

d ifferen t cryp tographic pro perti es that are vital to the security of a block cipher are presented .
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2.2 .1 Nonlinearity

NOtllinearity is the most cruci al featu re in the des ign of private-key block ciphers. for

instance, if there exists a linear relat ionshi p (on a pe r bit or per block basis) betwe en the

ciphertext output and t he plaintext input , the cip her can be easily broken by red ucing the

cipher to a system of linear equa tions. Th ese linear equat ions can be then solved using a

small amo unt of known plaintext- ciph ertext pa irs. T yp ically, an Scbox is the only nonlinear

compo nen t of an SPN or a Feistel cip her. As such , the need to design highly nonli near

S-boxes makes the difference between a more or a less secure cipher.

An m-bi t affine boo lean function g is defined [21) as

g(X) = a.oEDatXt ED .... ED a".X... (2.2)

where X = [Xl> ...,x...] is the m-b it binary input, ED is t he bitwise exclusive-or , and ai e

(0, I} , 0 ~ i ~ m. The Hamming distance bet ween two m-bit boolean functio ns , I (X) an d

g(X ), is defined to be

d(j,g) ~ #{X E (a , 1}mlf (X ) Ellg( X) ~ I}

where # is the tot al number of m-btt binary inputs.

The nonline ar ity of an m-bit boolean funct ion I is defined as

(2.3)

(2.4)

where A is th e set of all m- bit affine boolean functions. Since an m x n Scbox has n out put

bits, each of which is an m -bit bool ean functio n, the nonli neari ty of the Scbox S is defined as

th e minimum nonlinearity over all non-zero combinations of outp ut bit boolean func tions:

(2.5)
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where Ii is the m-bn boo lean funct ion of the ith outpu t bit of th e Sebox , an d (c; / i)( X) ==

c;(fi(X )) for all X .

He}"Sand Tavares (21) used random search and filtering agains t known weaknesses to find

highly nonlinear large Scbcxes , They have used this technique in const ru cting S-boxes for

SPNs.

2.2 .2 Aval an ch e

f eist el , Notz , and Smith [121 first described the concept of avalanche as an important cryp­

tographic property in t he design of a block cip her . T he avalanche property is satisfied only

when , on average, half the outp ut block bi ts vary when one inpu t bit chan ges.

2.2.3 C omplet en ess

Comp letenes3 was a concept intro duced by Kam and Davida [221. T he com pleteness criterion

is satisfied if aUoutput bits depend on all input bit s. Kam and Davida pro posed a class

of permutations in a basic SP N which ensures the comple teness of an SPN , provided each

S-box is comp lete . Drown and Seberry {23J found th at DES is complete after four to five

rounds with a high probability.

2 .2 .4 Strict Avalanch e Criteri on

Webster and Tavares {24] used the concepts of com pleteness and avalanche to come up with a.

new cryptographic prope rty that concerns not only the individual S-boXESbu t also comple te

cryptosyst ems. T his property is known as th e Stri ct Avalanche Criteri on or SAC. This

pro perty st ates that for every input bit, inverting the bit causes each output bit to vary with
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a probability of one half over all possible input vectors. Higher order properties of SAC have

been presen ted by Ferre [25]. Adam s [26] an d Preneel et al [27].

2 .2 .5 In fo rma ti on Theory

Many of the contributions to the field of cryp tograp hy come from the information theQry

concepts introduced by Shannon (11J. In a ciph er that has perfect secrecy the plaintext is

statistically independent of the ciphertext. Th is means that even with an unlimi ted time

and computational resources at our disposal. we cannot guess the plai ntext. given knowledge

of the ciphertext. For a private-key cipher to be perfectly secure, the uncertainty in the key

must be at least as large as tha t of the plaintext.

Dawson and Tavares [28] furt her investigated the work of Ferre (29] in using information

theory to design the Scboxes. They proposed minimizing the mu t ual information between a

subset of output bits and any subset of input and/or outpu t bits in the design of S-boxes

for SPNs and Feistel ciph ers.

2 .2 .6 Invertibilit y

An n x n Scbox is sai d to be invert ible if it is a bijectiv e mapping. Adams and Ta vares (3D)

proposed a method of const ructing 8-boxes such that it satis fies ei) biject ion. (i i ) minimum

nonlinearity, (iii ) SAC, an d (iv ) output bit ind epen dence by combining 0 - 1 bal anced

boolean fun ctions. However , O'Connor [31] was of the opin ion that this technique becomes

impractical as n increases .
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2 .3 Cryptanalys is of Private-ke y Block C iphers

T he purpose of cryptanal ysis is to recover a secret primary key used in a particular cryp­

tosys tem , The re are three types of gene ral attacks that can be applied against an y par ticular

block cip her. Th ese include ciphertext only, knoum plaintext, an d chosen plaintezt. In case of

a ciphertext only attack, the cryptanalyst possesses the ciphe rtexts only. A known plaintext

a tt ack uses the knowledge of both plaintexts and their correspo nding ciphertexts. In the case

of chosen plaintext attack, t he cryptanalyst can select particular p laintexts, and pro duces

th e corresponding ciphertext . T his is poss ible only because he or she has tem porary access

to the encryption mach inery.

The most fundamental way to break a cipher is exh aus tive key sear ch, re ferred to as t he

brute force attack. Two recent and powerful meth ods t hat have dem ons trated t he ab ility

to break modem day block ci phers are different ial and linear cryptanal ysis . This section

desc ribes these two widely known a t tacks against private- key block ciphers as well. At the

end of this sectio n a new typ e of a ttack, called the timing attack is presented.

2 .3 .1 Brut e fo rce Attack

A bru te force attack, also kno wn as exhaustive key search is a known plaintext att ack. In

this kind of attack , the cryptanalyst gets hold of a few eip hertexts and thei r corresponding

plain tex ts . The next ste p is to exha ustively search all poss ible keys by encrypting a known

plain text with each of these keys . When one of the keys generates th e corr ect ciphertext, we

very likely have the correct key . We can use a few more ciphertext- plai ntex t pairs to verify

the correctness of the key.

T he best line of defense agains t this type of attack is to increase the key size such that

19



the a tt ack becomes infeasi ble. Theoretical ly spea king , a cipher is broken, if the time and

memory resources requi red by any cryptan alyt ic at tack are less than what is needed Cor a

brute force attack.

2.3 .2 Differential Cryptanalysis

Difftrtntial cryptanalysis, develo ped by Biham and Sham.ir [61. is one of t he most potent

techniq ues used to cryptanalyze many private-key block ciphers. SPNs and Feistel ciphers

belong to the class of iterat ed product ciphers and this attack is very much ap plicable to

them.

Differential cryp tana lysis is essentially a chosen plaintext at tack. Blham and Shamir have

successfully attacked DES using th is technique and have found it to be more efficient than

a bru te force att ack. T his meth od takes into accoun t cip hert ext pairs , whose corres ponding

plaintexts have a par t icular diffe rence . In oth er words , it looks at the XOR difference of

two plain tex ts and considers the corresponding ciphertext pair. In a particular S-box, if

we know the input XOR of a pai r, it d oes not ensure the knowledge of its output XOR.

However , there exists a probabilistic relation between the out put XORs and every input

XOR. Differential cryptanalysis makes use of the highly proba b le occurrences of sequences

oCout put XOR diJ£ere nces at each round given a particular plaintext XOR differe nce.

Several methods have been proposed to ensure the immunity of a round funct ion against

this typ e of at tack . Several methods have been used to reduce these highly probable ce­

curre nces of outpu t XORs in relation to inpu t XORs . For example, this can be done by

incre as ing th e outp ut bits of th e S-bo x t o some reasonable value [321. A secon d a pproach

uses a modular multi p licatio n t o mask the input of the S-boxes as a way to repl ace t he XOR
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ope ration in the roun d funct ion that involves the sub key [33J.

2.3.3 Linear Cryptanalysis

Linear cryptanalysis is a known plain text attack, invented by Matsui [iJ, uses linear expres-

sions to approximate the action of a block cipher. T his attack exploits the statistical linear

rela tions between plaintext, ciphertext and su bkey bits. This implies that if we XOR some

plain text bits together, XOR some ciphert ext bits toget her and then finally XOR th e resul t ,

we end up getting a sing le bit th at is equal to the XOR of some of the key bits with a

pr obabil ity that is signi ficantly different than one-half. This defines a linear approximation,

which holds with a certain probability. ITthis pro bab ility is different from one half, we can

use this fact to construct a linear app roximation of the enti re algorithm. This is done by

concatenating linear ap proximations of differen t ro unds . Matsui, in his paper present ed two

algorithms used to de rive the subkey bi ts using a linear approximation. Algorithm 1 is used

to recover one sub key bit that is the XOR sum of a subs et of sub key bits. The secon d

algorithm, an exte nsion of t he first , det ermines a num ber of th e subkey bits at one time.

DES is highl y susceptible to this kind of attack as th e 5-boxes of DES are not optimized

against this attack. Wh en this attack is mounted against a I s-ro und DES, the ciphe r is

broken with 247 known plaintexts. As the attack greatly relies on t he st ruct ure of S-boxes,

t he best way to increase the immunity of SPNs against linear cryptanalysis is to select high ly

nonlinear Scboxee. Alternate approaches to thwart linea r cryp tan alysi s, involve th e use of

key-dependent rot at ions {S] and modu lar add itio ns and su bt ractions [131.
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2 .3 .4 T im ing Attack

Another type of attack aimed at breaking a priva te-key block cipher is the timing attack.

Based on the assumption that accurate timing measurements are available for individual

encryptions , this attack empdoys the methodology of deriving the key bi ts using timing

inform ation from a set of cip laert ext s. The timing attack of RC5 as ou tlined in [19j, exploits

the fact tha t a naive im pleme nta tion of the cipher could result in data-dependen t rotation s

taking a time that is a func tion of the data. This implies that it is important for the

designers to be aware of different cryptographic issues when imp lementing ciphers like RC5 .

However, the timing a tt ack cezn be prevented if a digital hardware irnplemention ensures tha t

the rotations take constant tbne. A barrel shifter is one piece of d igital hardware tha t can

execute any size rotations in o ne clock cycle.

2.4 Se curity of R C 6 and CAST-256 Encryption A lgo-

rithm s

As mentioned earlier, C AST -2 56 and RC6 are among the fifteen candidate algorithms that

have been presented to the fi-rst round of AES development phase. Al tho ugh CAST-256

and RC6 are neither SPNs nor- Feistel ciphers, their architectures are extensions of the basic

Feistel cipher. This section oriefly discusses the security of these two AES submissions

against linear and differential .crypranalysis as well as against brute force attack.

In AES submission for RC B (3j, several modi fications have been made such as the use

of four working registers instead of two as in Re5 [8], and the introduction of a quadratic

function that uses the primitive operation of integer multiplication . The use of mult iplication
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oper ation enhances th e di ffusion effect, t hereby increasing the ove rall security of t he ci pher.

It has been conjectured in {3J that the best approach to atta.ck RCS block cipher is to

adopt brut e force atta.clc:. This is achi eved by carrying out an exhaustive search for the usee­

supp lied encryption key . Rivest, Robs haw, Sidney, and Yin [3]have concluded that the work

load needed to exhaustively search foe th e ~byte encryption key DC t he expan ded forty -four

32-bit subk eys (as a pact of AES submission] is min(~.2104a} operations! :U fae as the

linear and differential cryptanalytic a t tacks on this cipher are concerned , the data require-

ments to execute these attacks on RCS exceed the available da ta. Foe ins tance, considering

an g.couod version of RC 6 would req uire more th an 278 chose n plaintext pairs foe success­

fully mounting differen tial cryp t an alysis, while it needs more than 200 known plain texts to

appl y lineae cryptanalysis succ essfu lly. Clearly, application of these attacks to the 2o-ro und

version of ReS, as presented for AES submission makes these at tacks impractical.

T he securi ty anal ysis o f C AST -256 [4, 34] reveals that the cipher is resistant to both linear

an d differential cryp tanalysis. The to tal numbe r of known plain texts needed for a 48-round

linear approximation of CAST-256 is ap proximately 2 122 , which is al most eq ual to the total

number of plaintexts available (2128 ) . This im plies that linear cryptanalysis is im prac ti cal

against CAST-256. In case of di fferential crypta.oalysis of CAST-256, we need more than

21-40 chosen plaintexts which is much greater than the number of plai ntexts avail able for a

128-block size. It therefore appears th at CAST-256 is immune to differential cryptanal ysis

attack too .
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2.5 Conclusion

We have introduced the fundament als of cryp tography in the beginning of th is chap ter,

followed by a detailed investiga tion of private-key block ciphers . Here , we have presented

two main ar ch itec tures of b lock ciphers. Many popular private-key block ciphe rs have been

described too. In addition , various cryptographic properties tbat are vital to the design and

anal ysis cr s-boxes and ciphers have been discussed. Next , different cryptanalysis techniques

as applied to ciphers have been presented. Finally, we have discussed. the security of two

block ciphers, Re6 and CAST-256 , against the different attacks presented .



Chapter 3

Hardware Environments for

Cryptographic Applications

Two import ant communica tion revolution s have ca tal yzed t he genera tion of an entire new

inform a tion-based industry. Th e first revolut ion was the interconnection of da ta networks

aro und the globe culmina ting in the Int ernet. Th e second is the recent availability of inex­

pensive high speed connections that link users at home or in the office to these networks.

Thi s growing tren d of intem etworking has led to t he commerc ializa tion of on- line services

and electronic commerce. This has resulted in a critical urge for data security.

Most modem day security applications make use of cryp tographic hardware as a po tent

weapo n against different security breaches and intrus ions. With the demoniac growth of

th e Internet, the need for privacy , aut hen ticity and ano nymity has encouraged cryptography

to surface as a via ble means of achiev ing security . There are DOW a lot of engineering

design companies that are shipping out cryptographic hardware for applications as diverse

as electro nic commerce and banking, secure wireless solutions , smart cards , PCMCIA card
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sec uri ty, certifica tion aut hority, digi tal signatures etc. One of the most recent applications

of cry ptographic hardware has to do with the securi ty of virtual private networks or VPNs

as they are popular ly known . Th ese are cryptographic accelera tor mod ules that act as

fast coprocessors providing cryptographic processing at wireline speeds, freeing the route r

or firewall to perform other critical tasks while eliminating congestion in virt ual private

networks. Other examples of cryptographic hard ware include LAN jWAN encryptors.

3. 1 Hardware Encryption vs , Software E ncryptio n

Any encryption algorithm can be im plemen ted in software. But there are several disadv an­

tages inherent to software im plementations. T hese include lower speed, higher cost , and less

secu rity. T he speed of encryptio n is basical ly restricted by the maximum clock frequency of

the comp uting platform, whereas in case of a hard ware solution, we can go for an extre mely

fas t imp lementation such as a full cus tom ASIC implement a tion . Moreover , a software-alone

solut ion is vulnerable to viruses, ina dvertant erasing, complications from system failures,

an d hackers.

In cont ras t , hardwa re encryption has many advan tages over soft ware solutions. Encryp­

tion in hardware is fast er . A ha rdwa re solut ion is imp ervious to system failures such as

viruses. Hardwar e implementations can protect against internal an d external intruders us­

ing two- factor authen ticati on : bot h th e bardware device an d a password are necessary to

access th e roo t or primary encryp tion key.

In ternal key manage me nt an d distribution is bette r taken care of using a hardware en­

cry pt ion soluti on. Hard ware solut ions can contro l access to the root keys so that one can

dis t ri bu te access codes across sever al indivi du als who must coopera te to gain access to the
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root keys. Moreover, hard war e solu tions offer scalable security.

3 .2 Field P rogranunable Gate Arrays (FPGAs)

A Field Programmable Gate Array (FPG A) is a general -purpose, multi-level programmable

logic device tha t is customized in the package by the end users. FPGAs are devices whose

cores are popula ted with an array of logic struc tures of changing granularity and pro­

grammable interconnect used to conn ect them in several differe nt ways. For instance, the

logic blocks can be SRA.VI-based lookup tables (LUTs) or even mult iplexers with or without

registers , while special purpose routing swit ch boxes or segmented channels can make up the

progr ammable interconnect.

T he structure, size and number of blocks of logic as well as the amount of glue logic or the

connectivity of the in terconnection differs largely among FPGA architectures. This variation

in FPGA architectures is dictated by different programming techno logies and different target

app licati ons of the parts. T his implies tha t an architectural arrangement that works well

with a part icular program ming technology does not necessari ly work with ano ther.

Based on differen t programming tech nologies and architectural styles, FPGAs fall into

four groups:

• Island-style SRAM-progr am med devices .

• Cellular SHAM-programmed devices .

• Channeled, antifuse..programmed devices .

• Array-s tyle EPROM or EEPROM- programmed devices.

SR.A.\1-based islan d-style F PGAs include Xilinx LeA families. The Xilinx FPGA uses

a fairly large logic block with t able lookup functional ity and two 0 flip-flops. Xilinx arrays
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have specialized routing blocks. This enables interconnection of a subset of inputs to one

another. The AT&T Ocre and Alters Flex, as ....'ell as UTFPG AI [351, also belong to this

type of FP C:\. arch itect ure. Toshiba, Plessey's ERA, Atmel's Cl.i family, the Algotr onix

CAL, as well as Tript ych [3GI FrGAs belong to the cellular-s tyle ar chitecture. Algotronix

and CAL reuse some of the logic cells t hemselves to act as routing resou rces.

Ant ifuse-based channeled FrGAs include Actel's ACTl and ACT 2, Quicklogic's pASIC

and Crosspoint's CP20 I{ Series FPC :\.. Acte l logic blocks are very small and multi plexer

based [3i] . Actel arrays use segmented channel resources. EPRO~I-programmed devices

include Altere's ~IAX 5000 and \IAX 7000, A\ID's \lach and Xilinx's EPLD, as 'il..ell as a

few others. Altera logic blocks directly support multi-level combinational logic. A simple

taxo nomy of FPGAs is illust rated in Figure 3.1.
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3 .2 .1 A d vanta ges of F PGA s ov er MPGAs

In this sectio n, we discuss the ad vantages of using FPGA 5 as a hardware imp lementation

sol ution versus a masked programmed gat e array (~PGA) implementation.

Low Too ling Costs: Every design to be imp lemen ted in a ma.sk programmed gate amlY

(MPG A) requ ires cus to m masks to cons truct the custom wiring pa tterns. The C05t of

each mas k is several thousand do llars an d this cost is then am ortized over the total

number of units be ing manufactured. As a conseq uence , maskin g charges for des igns

based o n MPGAs are trem endous . In co ntrast , th ere is no custo m tool ing need ed for

FPG A design s, presenting FP GAs as cost -effecti ve for most logic designs.

Rap id Turnaro und: From the completion of the d esign to the delivery of the finished

products, the manufacturing process takes sever al weeks in case of MPGAs. An FPGA

on the other hand can be progr amm ed in minutes by the end user . Faster design

turn aro und leads to faster prod uct de velopment an d short er time- ta- market for new

FPGA products. In [38J, Reinersten found that in a design environmen t that ca te rs

the needs of a high -tech industry, a delay of six mo nths in product delivery redu ces

the lifetim e profits o f a product by thirty- three percent .

Reduced Risk : T he ad van tages of low initial non-recurring engineerin g charges and rapid

turn aro und desi gn time implies tha t a redes ign due to an erro r incurs low expenses

and sm all delays . This encourages rap id p ro tot ypi ng ~d more aggressive logic des ign .

Effi cient Des ign Ve rification: MP G A users ha ve to verify their designs by ext ens ive and

elaborate simulation before manufacture, mainly, because of huge non-recurring engi-

neering costs and long manufacturing de lays . An MPGA design may incl ude errors du e
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to inaccu racies or oversim plificati ons made in the sim ulati on mo del. T his is because

t here is need for long time simu lations . FPGAs do not suffer from this dilemma. FPGA

users may cho ose to use in-circuit verifica tion, inst ead of simulating large amounts of

t ime.

Low Test in g E x pens es : There are three types of costs asso ciated with testi ng MP GA

par ts : on-chip logic for test ing , generating test program and final parts test ing when

the manufacturing is do ne. The manufacturer's test program verifi es t ha t every FP GA

will he functional for all possible designs that may be imp lemen ted on it . FPGA users

do not worry about writing design-specific test s for the ir desi gns. This eliminates the

need to build tes tability into the design. Moreover , since the test program for FPGAs

is the same for all designs as opposed to MPGA s, it is reasonable to invest more effort

on improving it. This achieves excellent test cover age, providing high quali ty le s.

3 .2.2 Di sadvanta ges of FPGAs ove r MPGAs

Field programmable gate arrays (F P G As) also have some disadvantages. These drawbacks

ar e main ly du e to the inherent nature of t he technology itself. To begin with , FP GAs suffer

from on-chip programming overhead circu i try which is responsible for the programmi ng of

a given part. The area occupied by programming overhead cannot be utilized by the end

user . T his remits in low gate densi ty for the FP GA. The programmable switch matrices

and int erconnects in t he FPGAs are larger than thei r mask-p rogrammed counterparts in

MP G As.

The programmable switches also increase signal delay by addi ng res istance and capaci­

tance to interconnect paths. As a conseq uence, F PGAs are larger and slower than equivalent
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MPG As. FPG..u a.lsoexhib it some design limitatio ns in relat ion to imp lementing config­

urab le com puting applications in them. For ins tance , FPGAs are well sui ted to algorithms

composed oCbit-level operations , such as in teger arithmetic, but they do not rende r them­

selves efficient enough for implementing num eric operations, such as high-precision multipli­

cati on. In fact , dedicated multiplier circuits such as those used in micro processo r and OSP

chips can be optimized to work more efficien tl y th an those developed Cor configurable logic

blocks available in FPG As.

The on-chi p memory provided by FPGAs for storing interm edia te computational results

is too lit tle.. T his implies th at most configu rable com puti ng app lications need some sort of

add it ional external memory. Th is will slow down the comp utat ions. However , researchers

and industry people are developing newer and more advanced FPGA arch ite ct ures th at ln­

corpo rate enough on-chip memory , very fast an d efficient ari thmetic processing and some

special-purp ose functional uni ts. A very recent exampl e of such FPG As are Xilinx 's Virtex

FPGAs t hat not only possess great ga te densi t ies, but a.lsoharness very high speeds . T he

Virtex Camily FPGAs have broken densi ty and performance barri ers while offering unp rece­

dented system level integration, achievin g clock speeds in excess of 150 MHz.

3 .3 SRAM-based F P G As

In this section. we shall Cocus our discuss ion on the issues surrounding the SR.A.\t:·based.

FP GAs. This is because we ha ve used th ese devices as 0U! targe t techn ology Cor real izing

the cipher design s in hard ware.

SR..A..\t:-based FPG As are the most popular. This is mainly d ue to their abili ty to reo

configure. Several researchers [39, 40, 41, 42, 43, 44, 36, 35, 45, 46J have all investigated
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