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Abstract 

'Ilhis thesis entitled "Distributed Systems and Hardware-in-the-Loop Simulation and 
I . 

Applications in Control Systems" presents a design and implementation of a Hardware-

in-the-Loop Simulation with a software model of a process and a real hardware con-

troller. For this thesis, the process simulation tool that has been selected is HYSYS. 

This software has the ability to model processes from the most simplest examples to 

complicated industrial processes. The hardware, or controller, that will be used in 

this thesis is a Modicon Programmable Logic Controller that is often used in many 

industrial processes. 

There are two main goals for this thesis. The first goal is to design and imple-

ment a Hardware-in-the-Loop Simulation environment using HYSYS and a PLC that 

can be used as a verification tool to verify the correctness of the controller and the 

process. As well, the results of the PLC controller must also be compared with results 

produced from a third party software controller to show the effectiveness of using a 

real controller. The simulation environment must also be done using multiple sys-



terns that must communicate over a TCP JIP network to enable remote simulation of 

the PLC. The second goal is to analyze the effect of time latency on the distributed 

system. 

The work completed in this thesis will further the understanding of the develop­

ment of Hardware-in-the-Loop Simulation environments and understand the effects 

of time latency in a real time distributed system environment. 
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Chapter 1 

Introduction 

The complexity of industrial process systems is high and has been increasing at a fast 

rate in the past number of years. As the complexity of these systems increase, so does 

the complexity of the hardware and software that are responsible for the control of 

that particular process. This issue evolves when the complexity of an entire system 

increases, so does the chance of a failure in the software or hardware of the controller. 

The need to model a process and a controller together is necessary in order to ensure 

the correctness of an entire system. 

Traditionally, the designer of a control system would take the specification of a. 

process, create the signals that the process would provide to the controller, and rlebug 

the controller software and hardware accordingly. This method was sufficient when 

the engineer was dealing with small and simplistic processes and controls, but this 

method is not practical for large and complex systems for several reasons. 
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One of the reasons is that it is too costly to model signals in a lab environment for 

every different case that a controller has to deal with. The actual cost of lab tests and 

the amount of time that it takes to implement and perform one of these tests is not 

feasible for a large, complex system. Another reason is that it is almost impossible to 

meet the specification of such a process in a general lab environment. Specification 

can be easily misinterpreted and will cause errors in the system if the specifications 

are not properly met in the lab. In such a large and complex system the move to 

cpmputer simulation is the natural choice. 

Today, computer systems are becoming much more complex then they were twenty­

five years ago and this change in technology is due to two major advances. The first 

advance is with the actual individual computers themselves. Development of more 

powerful microprocessors and larger, faster memory enabled the computers to run 

at speeds thousands of times faster than before while at only a fraction of the cost. 

A second advancement is the development of computer networks. This allowed the 

computers to send data from one computer to another. Given this ability, simulation 

over networks is a possibility. 

Computer simulation of the process allows the designer to simulate the entire 

process a.t low cost, meet the proper specification of the design, and have the f!bility 

to make design changes and with little to no down time. There are many different 

process simulators on the market, but the one that is being used for the White 

Rose offshore oil development project is called HYSYS. This tool gives the process 
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engineers the ability to model any process no matter how simple or complex the actual 

process. HYSYS is presently being used to model the entire topside of the White 

Rose FPSO and can help the designers verify if the entire design is correct before any 

implementation. Getting the design correct before implementation is necessary for 

completing the project on time and keeping the cost to a minimum. 

Along with the process simulation, controller simulation is necessary for simulating 

a real system. The process and controller can be simulated on the same machine, 

but each simulator will take a percentage of the CPU, slowing the simulation down 

making it unable to run at the desired time. Using two computers, one for the 

process simulation and one for the controller simulation can solve this issue. Each 

of the simulators will only pass the necessary information across the network making 

the overall simulation much more efficient. 

1.1 Distributed Systems and Controls 

1.1.1 Distributed Systems 

As computing tasks became more complex and ·the need for many computer processes 

needed to complete simultaneously, the idea of using more than one system t com­

plete a single task (or a number of tasks) had evolved. These processes would not be 

able to act totally independently. They would have to communicate over a medium. 

This evolved into the idea of multiple computers, communicating over a given net-
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work to accomplish a task or multiple tasks as efficiently as possible. This idea of 

multi-computing over a network is called distributed systems. 

Definition 3 (Distributed System) {6): A distributed system is a collection of 

independent computers that appears to its users as a single coherent system. 

Distributed systems can be useful in many computation tasks where there is a 

desire to break down a task to smaller components and run each component on 

different computer systems or when there are multiple tasks that must be performed 
I 

at the same time. 

1.1.2 Control Systems 

Control systems are everywhere in the modern world. Every form of automation 

will have a control system as its base. For example, the speed control system in aJ1 

automobile will have a control system to monitor the speed and change the accelerator 

according to a given set speed. 

Definition 4 (Control System) [7): A control system is any group of components 

that maintains a desired result or value. 

The goal of every control system is to obtain and maintain a desired result. The 

speed of a car, the level of a tank, or any other form of dynamic system can be 

controlled with a given controller. 
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1.2 INCA and PPSC Project 

1.2.1 The INCA Centre 

INCA stands for the Centre for Instrumentation, Control and Automation. As a 

part on Memorial University of Newfoundland, INCA provides the resources for both 

research and education. INCA is involved in several major research projects such as 

the PPSC project and the RAVEN project. 

1.2.2 PPSC Project 

This component of the PPSC project that the INCA centre is involved with is the 

Instrumentation, Control and Stimulated Simulation (ICSS). The goal of this compo­

nent of the project is to incrementally buj}d an interface system module that enables a 

cluster of DCS (Distributed Control System) over different platforms to communicate 

with other control systems over a network. The objectives of the of this project are 

[8]: 

1. Increased innovation capacity to undertake innovation in process control sys­

tems for offshore oil and gas applications. 

2. Design a Self-Contained Stimulated Simulator (SCSS) system to study connec­

tivity over two DCS on a common platform. 

3. Design a Universal Simulation Interface (USI) module to study connectivity 
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over a heterogenous platform of DCS and process control simulators over a 

LAN (Local Area Network) . 

4. Extend the USI connectivity over a WAN (Wide Area Network) to study dy­

namics of control loops which are closed over Ethernet or similar networking 

protocols. 

5. Establish a closed-loop performance benchmark of the USI module by artificially 

degrading networking throughout between agents distributed within a cluster. 

6. Build and test a pilot USI based system involving the closed-loop control of an 

offshore operation from an onshore system. 

This thesis will concentrate on objectives 1, 3, 4, 5, and 6. 

1.3 Problem Statement 

1.3.1 Industrial Problem 

Within the process control industry, the need to verify the actual process and con­

troller before commissioning is necessary for the design of the overall system. SJ]ecifi­

cations of the controller and the process must work together properly in order to avoid 

major issues that can cause major problems when the controller is commissioned into 

the field. 
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Computer simulation of both process and controller is one way of verifying that 

they work with one another. Tools like Matlab, Labview, and other simulation pack­

ages can be used to verify the process and the controller. In industry, there are also 

other simulation tools used for modeling processes and controllers. 

HYSYS does represent an accurate model of the actual process, but PID con­

trollers provided by HYSYS do not represent the controllers that will be used in 

the actual system. HYSYS does provide simple PID controllers for the purpose of 

dynamic simulation, but the controllers are different compared to a real PLC (Pro­

grammable Logic Controller). 

Real PLC's must be tested and software programmed onto the PLC must be 

verified. PLC hardware and software is often responsible for the control of critical 

systems. If the controller for these critical systems is incorrect, it could cause severe 

process down time or even cause danger to human life. For this reason we need to 

test the hardware and software of the PLC. 

One way to tune a PLC is to create possible signals that model the process, 

connect the signals to the PLC under test, and debug the PLC according to the given 

signals. This method is often called hardware-to-hardware simulation. As mentioned 

before, this is very time consuming, costly, and inaccurate. Ideally, we wam the 

actual process simulation acting on the PLC. One way that this can be done is to 

have an accurate software model of the PLC and interact it with the process model 

and then observe the reaction. This method is often called co-simulation. 
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one simulation to another until a task is completed. The time that a task takes 

to complete is dependent on how fast the hardware is on each of the systems and 

how efficient the operating system performs. This is often not consistent on each 

workstation depending on the scheduling of the processes on each machine. This can 

cause inconsistency problems when dealing two different simulations on two different 

workstations. The latency on both machines will not model the reaction time for 

each the process and more importantly, the PLC. This inability to simulate proper 

latency between the process and the controller (PLC) may not model the real system 

causing major issues within the simulation. 

This issue is an important one because it prevents the system to run at real-time. 

Latency between the controller (PLC) and the process simulator may result in an 

inaccurate simulation result. 

Industry Scenarios 

Within industry, having the ability to commission a controller to the field without any 

issues can be a very valuable asset. A scenario where this can happen is during the 

development of the FPSO for the White Rose project in Marystown. Before PLC's 

are commissioned to the FPSO, they must be verified in a simulation environment. 

The best way to verify the PLC's before sending controllers to Marystown to be 

commissioned is using a hardware-in-the-loop simulation method using PLC's as the 

real hardware and the HYSYS process model of the topside of the FPSO as the 
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process model. A platform that is relatively easy to use that could perform this task 

would be very useful in the commissioning of the controllers. It would significantly 

decrease the chance of controllers failing in the field and the controllers will work the 

first time instead of making too many changes in the field that, at times, can be very 

costly to the project. 

A second scenario that is likely to happen within the development of the White 

Rose FPSO project is that a controller may need to be verified in MarystO\vn, but 

ail of the HYSYS simulation tools are in St. John's. In this case, hardware-in-the­

loop simulation may have to be performed over a TCP /IP network to save time and 

money. For this case, the HILS platform must have the ability to connect to the 

process simulation in St. John's and perform HILS as if the controller was in St. 

John's. Such a simulation platform could be very useful and valuable to the FPSO 

topside project due to the remoteness of the construction site. 

A third and final industry scenario could be that the FPSO is at sea and a con­

troller needs to be tuned. It may be very dangerous and costly to tune a controller 

in the field since changes in the field due to tuning could affect the process and have 

unwanted results. A way the controller could be tuned is by HILS, but again the 

HYSYS process simulation and tools are in St. John's. A simulation platform, sim­

ilar to the second scenario, could be used to simulate a controller over a TCP /IP 

network with the HYSYS process simulation in St. John's without any unwanted 

effects that may occur by tuning the controller with the actual process. 
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TCP /IP network. This can then be compared to the performance of the real PLC 

communicating with the HYSYS simulation. 

When using HILS you are often using more than one system. These separate 

systems may be communicating over a type of network or some type of physical I/0 

device. When performing a common task on two or more systems is called distributed 

systems. 

I 

1.4 Overview of Thesis 

Chapter 2 gives a discussion on the related literature in several related areas. Chapter 

3 illustrates the design and implementation of the HILS over a distributed system 

using a WAN. In Chapter 4, a presentation of the design, analysis, and results of 

the experiment that shows the effect that time latency has on HILS over a WAN, as 

well as the comparison between real hardware controllers and third party software 

controllers. Finally, Chapter 5 gives conclusions, suggestions, and future work that 

can be conducted from this thesis. 
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Chapter 2 

Background 

The use of simulation in order to validate a system is not a new idea. The idea of 

modelling a design before implementation has been commonly used for decades. One 

means of simulation that has been used in the past is by the use of mathematical 

models. System components could be first modelled as a mathematical equation and 

then solved to see if the desired result has been achieved. For simple systems these 

equations could be solved by hand, but using software tools such as Matlab should 

solve for real and more complex systems the . systems. 

As techniques of simulation advanced, the use of a part of the real system along 

with the simulation started. The designer of the system would take a component 

of the system, integrate it with the simulation environment, and simulate the real 

component of the system with the software component of the system. One example 

of this is in control systems where the designer integrates a real controller. This 
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Figure 2-1: HILS of a Flight Control System {1]. 

This section will outline some related work that has been done with HILS. The article 

"Control System analysis of Hardware-In-The-Loop Simulation" {1] showed how HILS 

played a role in developing a missile guidance system. Figure 2-1 shows a simple 

HILS for flight control. 

D(z) represents the real controller for the aircraft and the simulation computer 

and P(z) represents the simulator for the flight. Information from the simulation 

computer is then sent to the analog motion simulation M(s) that models the motions 

of the airframe (pitch, roll, and yaw). The "hardware" used in this simulation are 

the controller, actuators, and sensors. 

This paper then discusses the effectiveness of HILS by analyzing the system using 

a multivariable z-domain linear technique shmving why HILS is effective compared to 

other simulation methods. 
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Figure 2-2: HILS Structure of the Loco 2000 [2] 

2.1.1 Rail Vehicle Control System Integration Testing Using 

Digital Hardware-in-the-Loop Simulation 

The article "Rail Vehicle Control System Integration Testing Using Digital Hardware-

in-the-Loop Simulation" [2] discusses how HILS can help in the design of complex 

processes. Using the example of the Swiss Federal Railways Loco 2000, an electric 

train that can travel up to 230 km/h and weighs 81 tons. Figure 2-2 (from-[2]) shows 

the design of the HILS environment. 

The process component of the HILS structure will output continuous signal such 

as voltages, currents, and speeds where as the controller will read the continuous 

signals and output discrete firing pulses, a method called Pulse Width Modulation 

(PWM). 
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The HILS structure illustrated in figure 2-2 is has strict real-time requirements on 

the simulator. The controller has a cycle time between 40-60 J..LS and the computation 

of currents from firing pulses is very sensitive, for example, a 1 J..LS jitter can affect 

simulation results. In order to meet accurate processing for the overall system, it was 

found that a simulation frame time of about 30 J..LS was best suited for this system. 

Frame time is the time taken to calculate one simulation step with the entire model. 

At the end of each frame time the simulator communicates with the controller. This 

shows real-time synchronization between the simulator and the controller. 

This system combines both continuous and discrete systems. For this system 

the vehicle simulation model is the continuous system (or analog system) and is 

comprised of a set of first order ordinary differential equations (ODE's). The discrete 

system (or digital system) is the controller and is comprised of a set of combinatorial 

and sequential equations. Combining discrete and continuous systems is one of the 

main reasons that real-time is taking so long to replace hybrid simulation. Hybrid 

Simulation consists of comparators (converts analog to digital) and switches (converts 

digital to analog) that is a natural technique to establish this link[9], [10]. 

According to this study, linking discrete and continuous systems have three issues 

that cause problems[2]: 

• External events. (E.g. firing pulses from the controller to the converters.) 

• State (internal) events. (E.g. idealized diodes that conduct or block depending 

on voltage and current conditions) 
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• Time events. (E.g. waiting time conditions) 

In real-time simulation, handling state and external events are the major issues 

because the limited frame time corresponding to a fixed external step size does not 

permit adaptive step sizing around the event. Time events are not as significant of an 

issue because they are usually knmvn in advance and can be dealt with accordingly. 

In HILS, there are ways to deal with external and state events. External events 

can be handled by[2]: 

• Small frame time. 

• Interrupt-driven integration. 

State events can be handled by: 

• Small frame time. 

• Event time registration and correction. 

According to the above solutions, the easiest and best way to reduce the effects 

of state and external events is to have small frame time, however, depending on the 

simulation, other methods may be used to optimize the simulation. 

Before building the system, they created a model of the system using a simulation 

package called dSPACE, from a German company that offers fast, modular real-time 

hardware together with a software interface to Matlab/Simulink{ll]. dSPACE sys­

tems are widely used for rapid development and HILS in many applications, especially 

in the automotive industry. 
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The simulation environment shown in figure 2-2 uses a model of the controller for 

off-line simulation and sensitivity studies. For HILS, an actual Adtranz controller 

replaces a model controller. The process model is created using Simulink, but some 

of the lower level parts are created in C and embedded into the Simulink simulation. 

The digital real-time simulator used here replaces previous hybrid simulators of 

greater cost. This simulator is less costly, requires less maintenance, and only re­

quires two PCs. Comparing the fidelity of both simulators against actual process 

measurements showed a very high fidelity for both, with no clear accuracy advantage 

for either the digital real-time simulator or the hybrid simulator[2]. 

Closed-loop real-time HILS of the vehicle using a real control system simplifies 

tests and further investigate possible issues during vehicle operation. The digital 

real-time simulation technique is a definite alternate approach to real-time HILS. 

2.1.2 Hardware-in-the-loop Simulation and its application in 

Control Education 

A simulator with an actual PLC can · be valuable for verifying that actual control 

system hardware and software is valid for the given process or plant. The arti­

cle "Hardware-in-the-loop simulation and its Application in Control Education[3]" 

demonstrates a method on how to integrate an actual PLC with a computer simu­

lation of a process for the purposes of control system education. This method has 

a computer simulation of a process that is modelled and analyzed in Matlab and 
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Simulink. The simulation and analysis component is then interfaced with a real-time 

kernel. The reason for a real-time kernel is that Matlab/Simulink models are not run 

at real-time. In order to have a sense of real-time with the I/0 of the PLC, a real-time 

interface is needed. Along with the kernel, there is a real-time model running on the 

kernel. This model ensures all of the delays and software events are done in real-time. 

This simulation system also consists of an interface between the software and the 

PLC hardware. The PLC is connected to the simulation via an appropriate I/0 

b;oard. On this I/0 board there are digital I/0 for the PLC, A/D converter for the 

actuators and a D /A converter for the sensors. This board is connected to the PC 

that contains the simulation and a real-time kernel. \iVithin the kernel there are I/0 

drivers that interface the I/0 signals from the signal board to the process simulation. 

The architecture of this simulation environment is illustrated in figure 2-3(from [3]). 

This simulation is a good demonstration for an educational tool. It demonstrates 

how a simulated plant reacts with the I/0 of a PLC in a lab environment. This 

method could be used in industry for some PLC applications, but if you want to use 

multiple PLC's over a network, this method would be very costly to implement do to 

the fact that the ADC and DAC converters on the board must meet the standard of 

the PLC and you would also need hardware for every PLC that is simulated. 

20 



Real-time. brael 
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Figure 2-3: HILS using a PLC, a real-time OS and a Matlab/Simulink Process Model 
[3) 

2.1.3 Hardware-In-The-Loop-Based Verification of Controller 

Software 

Another successful attempt has been made with hardware-in-the-loop simulation us-

ing a PLC. In the article "Soft-Commissioning: Hardware-in-the-Loop Based Verifi-

cation of Controller Software" [4) shows another method on how do interface a PLC 

with a soft Discrete Event Simulator (DES) that represents a. process. 

This method consists of several different components: 

• A simulator. 

• A Software to World interface. 

21 











background with distributed systems, distributed simulation, and distributed , real-

time systems. 

2.2.1 Dynamic Systems Control and Distributed Simulation 

The publication, "A Synthetic Environment for Dynamic Systems Control and Dis-

tributed Simulation" [12) discusses how HILS and Man-In-The-Loop(MIL) integration 

gives the system under test a valid test environment in order to perform proper val-

I 

iclation on the system. This research software provides a. new synthetic environment 

for simulation and control synthesis of dynamic systems. 

The main goal of this project is to implement a. high performance simulation 

environment with flexibility and reusability of user components. With this achieved, 

the skills needed for such a prototype can be reduced to visually building system parts 

with tools such as Simulink which are connected to real world components with given 

I/0 devices. As well, using the Internet protocol (IP) allows mixing heterogeneous 

simulator components. General communications are in Simulink and tools usually 

use TCP /IP or UDP /IP and make it fast and easy to create a distributed simulation 

environment. Real-time requirements can be transformed into speed requirements 

since every PC has a. single task, and real-time synchronization can be performed 

with local real-time clocks or via the intercmm11unication system. 

In order to perform HILS and Man-in-the-Loop(MIL) integration over a distrib-

uted network, a need for a. fast and reliable communication link between the compo-
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nents within distributed system. For example, you need a system to acquire the input 

data and generate synthetic versions of the outside world, a system to perform the 

model simulation, and a system to perform the control of the entire system. Hence, 

an array of computers connected via a network can be used to complete multiple, 

simultaneous tasks. As well, a deadlock free communication protocol must be present 

to allow for real-time synchronization between the simulation entities. 

In order to select a communication network tha.t is suitable for real-time distrib­

uted simulation, there are two issues that have to be recognized. First, is the speed 

of the network. The network must be fast enough to deliver information to a waiting 

system before the real-time deadline has expired. If the deadline expires, the infor­

mation is no longer valid. The other issue is reliability where the information sent 

from one system is received by a waiting system without loss of data. In this article, 

the two networks that are discussed are TCP /IP and UDP /IP. 

Both TCP /IP and UDP /IP are Internet protocol (IP) networks with several dif­

ferent properties. TCP /IP is a safe communication protocol that guarantees delivery 

and ordering queuing of transmitted packets. The problem with this protocol in a 

real-time distributed environment is the protocols requirement to establish a virtual 

communication link before data transmission. This requirement may lead to deadlock 

if the various components of the simulation perform initialization procedures in an 

unsupervised fashion. UDP /IP is a faster protocol than TCP /IP, but does not guar­

antee data reception. This could cause valuable data that is crucial to the simulation 
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to be lost, causing it to fail. 

You must select the appropriate protocol for a particular application that the 

distributed system is being used. If network speed is essential and data loss is ac­

ceptable, UDP /IP would be a good choice. If data has to get to the next point and 

you are sure that the initialization of the connection will not cause deadlock, then 

TCP /IP would be the best choice. 

To avoid deadlock in real-time distributed systems, necessary components of the 

system must be synchronized. Real- time synchronization is normally done by the use 

of Real-Time Clocks [12] (RTC). RTCs can be localized on every system or on a subset 

of the systems. It can also be performed with one, shared RTC only. Synchronization 

can be either explicit or implicit. Explicit synchronization occurs when there is a 

communication handshake. Implicit synchronization occurs when communications 

are between components of a simulation loop or when the communicating elements 

are all synchronized with their RTCs or with multiple synchronous RTCs. 

The real-time distributed system project that is discussed within this article is 

DynaWORLDS[13]. This project is an attempt by the Department of Electrical 

Systems and Automation at the University of Pisa to build a low cost, comprehensive, 

distributed simulation system. This system is consists of a MATLAB toolbox and a 

C library that allows the implementation of a network of heterogeneous simulation 

systems. The network connections that are used are both the UDP /IP and TCP /IP 

protocols, but the same data stream can be sent on any transmission channel by 
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coding the proper device drivers that lets this distributed system have the ability 

to add any component that supports these protocols. In an effort to avoid deadlock 

issues, the designers of the system have implemented a deadlock-free protocol to allow 

for safe operation. 

The integrated framework for scene design, object animation, and control panel 

design can create real world environments. The visual aspects of the system can be 

designed by the means of 3D objects that are imported by commercial CAD files. A 

control panel can then be designed interactively on-screen using output devices such 

as camera views, various instruments, and light indicators. 

This work shows that it is possible to create a low cost, reliable, and flexible real­

time distributed simulation system given all dynamic components, appropriate input 

devices, a world environment creator, and a fast and reliable communications network 

that provides real-time synchronization between the modules within the distributed 

system. 

2.2.2 Remote Controller Design of a Networked Control Sys-

tern 

The publication "Remote Controller Design of Networked Control System using Ge­

netic Algorithm(14]", discusses the need and uses of networked control systems in 

modern control system design. It also discusses that time delay across a network 

can effect the performance of the system. The data transmitted across an industrial 
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network such as Profibus can be classified into two groups: real-time data and non­

real-time data. Non real-time data does not have strict time restrictions on their 

delays during data exchange. Real-time data, on the other hand, does have strict 

time limits and the value of the transmitted data decays as time progresses. Real­

time data can also be broken down into periodic and asynchronous data depending 

on the periodic nature of the data generation. 

On many industrial networks, real-time data and non-real-time data share a com­

nion network even though they have different requirements on communication. Non­

real-time data needs assurance of delivery without error while real-time data are 

mostly concerned with the time it takes to reach its destination. 

This publication shows us how a Genetic Algorithm (GA)[5] is used to find PID 

control parameters for a control system over a Profibus-DP[15] network. 

There are several factors discussed here that contribute to delay between compo­

nents in a given system. Under complete system synchronization among the processes 

in the network, time delay is caused by the process time of each process and the 

polling time of the network (Profibus-DP). Complete synchronization can be difficult 

to achieve at all times. This lack of synchronization among the processes can also 

lead to excess delay do to poor synchronization of processes within the system[14]. 

The experimental system, as shown in figure 2-8{from [14]), consists of a controller 

and three DC motors that are all connected by Profibus-DP. The GA then determines 

the PID parameters and the system runs accordingly. The system is then tested 

30 



Controller 

DC Motor 1 OCMotor2 DC l"toto.r 3 

Figure 2-8: Experimental Platform for Networked Control System [5] 

"directly" without the use of Profibus-DP and the GA then again determines the PID 

values. The result of this is that PID values are different and illustrate that network 

delay caused by Profibus-DP decreases the performance of the control system and the 

PID parameters must compensate for the system delay. 

2.2.3 Network Design Consideration for Distributed Control 

Systems 

The article "Network Design Consideration for Distributed Control Systems[16]" dis­

cusses the impact of network control and network architecture and the effect that 

it has on an entire control system. They discuss the quality of performance of the 

control system due to the quality of service of the network that is being used. With 

quality of service of the network being a major issue, time latency and the factors 

that cause time latency become important. 

When dealing with a distributed control system over an industrial network, time 
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sampling period, the worse the performance of the control system. The reason for 

this is that with smaller sampling frequency, the more transmissions and data load 

on the network. This will increase the performance of the control system until the 

threshold point is reached where the network becomes overloaded and the wait time 

increases significantly for each node causing a greater delay then if there was a greater 

sampling period. 

The idea of delay and how it effects control systems is also present in the paper 

"Stability of Networked Control Systems: Explicit Analysis of Delay" [17]. Thei state 

that when the sampling period is small, the system can tolerate a delay up to one 

sampling period. As the sampling period becomes larger, the bound for the network 

delay becomes smaller. If the network delay is greater then the sampling period, data 

will be missed because the controller or the process could receive information at an 

instant where the data is no longer valid and new data that had just been sampled 

is now the valid data. This illustrates that the data sampled will always be new and 

the correct data at that particular instant in time. 

2.2.4 Streamlining Real-Time Controller Design 

The optimization of controllers within a real-time controller design can be a chal­

lenging task since the limits of the delay exists. The article "Streamlining Real­

Time Controller Design: From Performance Specifications to End-to-End Timing 

Constraints" [18], discusses how there is a gap between control systems theory and 
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2.3 OPC 

Object Linking and Embedding (OLE) for Process Control (OPC)[19] is the tech­

nological basis for the easy and effective link for automation components with field 

devices by the use of fieldbus communication. It also provides the ability for integra­

tion of information systems in order to analyze the system at hand. 

During Microsoft's development of Windows NT, Distributed COM (DCOM) was 

developed as a continuation of OLE technology. \Vhen \iVindows NT was overwhelm­

ingly accepted by industry, technologies such as HMI, SCADA, and DCS systems 

were made available for Windows NT. 

With increased distribution of their products and growing number of communi­

cation protocols and fieldbuses, companies had to create countless drivers for each 

type of system. This turned out to be very costly to industry and a solution was 

necessary. In 1995, an OPC task force made of several key companies met to develop 

a standard to access real-time data. under a Windows operating system. In 1996, the 

OPC Specification Version 1.0 was made available. Today the OPC task force has 

grown significantly and is called the OPC Foundation[19]. 

As OLE, OPC is a client/server application. Since OPC is based on COM technol­

ogy, programming languages such as C++, VB, and scripting languages have access 

to the data produced by OPC. 

The main block of an OPC server is the Data Access Server. This server provides 

Data Access Clients v.rith access to different data sources. The data access server 
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in this project is the Automated Solutions Inc.[20] serial Modbus Server. Each data 

access server has a hierarchy established within it. The highest level within the 

hierarchy is the OPCServer object and is the root object for all other objects in 

the data access server. The next two levels of objects in the data access server are 

OPCGroup objects and OPCitem objects. Figure 2-9 shows the hierarchy of the OPC 

objects. 

OPCCiient 

Figure 2-9: Hierarchy of the OPC. 

The OPCGroup objects are simply a collection of OPCitem objects. The reason 

for this is to keep groups of relevant item objects together. This makes it easier when 

the user is trying to find a certain object within the data access server. The OPCitem 

objects represent actual items in the physical world. For example, an OPCitem object 
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may represent a location in the memory of a PLC where t he data in that locat ion is 

important data and needs to be accessed. 

2.4 Concluding Remarks 

This chapter gave a set of background literature in the areas of HILS, distributed 

systems, and OPC. The rest of this thesis will discuss the use of these three topics 

and how they are linked in order to study HILS over a distributed system. 

37 



Chapter 3 

Oesign and lniplenientation of a 

Hardware-In-The-Loop Distributed 

Sin1ulation 

Presently, there is no technology available to interface the process simulation software 

tool HYSYS[21) with a real hardware controller over a network. One of the objectives 

of this research project is to design and implement a system where a HYSYS process 

simulation can use real hardware controllers over a \Vide Area Network (WAN). 

Once implemented, this system will be used to study the effect of time latency on the 

control system when Hardware-In-The-Loop-Simulation (HILS) is performed over a 

\VAN with significant time latency. This system includes a simple HYSYS simulation, 

an interface to access the data within the HYSYS simulation, communication software 
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to send the data over a WAN, a PLC with appropriate control software, an operator 

console, and an interface to the data within the PLC. 

This chapter will discuss the design and implementation issues and challenges that 

occurred for the development of the components within the system and integration 

of the entire system. 

3.1 An Overview of the System 

The system as illustrated in figure 3-1 consists of two PC's and one Modicon PLC. 

The first PC in figure 3-1 contains: 

• The Automated Solutions OPC server(20) for serial Modbus(22]. 

• The Automation .dll (AutoDA.dll) file that enables the user to create their own 

OPC clients using Visual Basic (VB)(23). 

• A TCP /IP client dll called HysysPDClient.dll that enables communication to 

other systems over a TCP /IP network. 

• A control wrapper created in C# .NET(23) called OPCWrapper.exe that takes 

the automation dll and combines it with the TCP /IP client dll in order to read 

and write data to a PLC via an OPC server. 

• A Labview[24) controller to substitute a software controller instead of a PLC 

for testing purposes. This can also be used as an operator user interface for the 
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