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ABSTRACT

This thesisproposesa new methodology to desigan eventbased warningystemas an
alternative to the conventionahriablebasedalarmsystem.

This study initially explores the options for grouping process variables for alarm
allocation. Several grouping methodse discussed and an ewdased grouping
procedure is detailed. Selection of the key variables for a group is perfoamgidering

the information that the variablesontainto distinguish betweemn abnormaland a
normal conditionTheinformation theoy is usedto quantify the informationcontent of a
variable about an evetud selecthekey variablesThe crosscorrelationanalysisbetween
pairs of key variables used to identify the redundant variabl8gmulation study using
the model of a contuous stirred tank reactor (CSTHRY used to demonstrate the
methodology.

Theproposeceventbased early warning system utilizingline measurements wetailed

in the thesisin this approach, warnings are assigned to @hnbrmalevents instead of
individual variables. To assess the likelihoods of undesirabémtgy the Bayesian
Network is used; the event likelihoods aestimatedin real time utilizing online
measurements. Diagnostic analysis is conducted to identifycanses of event8y
assgning warningto events, the methodology results in significantly lower number of
warningscompared to traditional variablesedwarning(alarmg systemlIt alsoenables
early warning of a possibleventalongwith an efficient diagnosis dhe root-causs of

the event Experimentaltestingusing a level control system is presented to demonstrate
the efficacy of the proposed method. Simulation study using the mod€$TRis also
presented to demonstrate the performance of the algorButh, experimetal and

simulation studies, have shown promising results.
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1 INTRODUCTION

This chapterpresentsa brief introductiorto process monitoring and warning systems in
the process industras well asthe limitations of the standard variableased alarm

systemsThemotivations and objectives of this reseaact also presented.

1.1 Early warning systems in the process industry

Process industriedeal with hazardous materials, high intensive energy and complex
equipment in dayo-day operations.It is important tomonitor the state o& process in

real time to identify any vulnerable condition before it leads tmore severevent
which may beharmful in safety, economical, social and environmental asp@ats.to

the highlevel of complexity of modernplants process industries useqmess control
systems such a$e supervisory control and data acquisition (SCADA) system and the
distributed control system (DCS) to monitiarge number of process variabbnd store
vast amount oflata during plant operations. In a complex process plant, the number of
observed variables may be in thousafdsnkatasubramaniarRengaswamy, & Yin,
2003) Early warning systems arn@stalledin the controlroomsto monitorand detect
deviation of variables from their normal operating rangeThe warning system
communicates to the operator to take corrective actions requiredritamahe operation

under safe conditions.



Conventional warning systems are single varidialsed where the warning provides
information regarding the status of the respective variable; however, little or no
information about the possible event or pla@tes is obtained. When the plant is in the
initial phase of an abnormalitynany secondary process variables may exceed their
threshold limits. Howevemperatos may notidentify the possible key evenintil some
primary variables exceed thethreshold imit. The capability of early detection of
abnormalsituationis limited with conventional alarraystens. However, early detection

of process abnormality is critical @meabnormalitycan quicky propagate to more
sevee and uncontrollable condition is essentiafor operators to have enough time to
analyze the situation to determine the root causes atakeé@orrective action to bring

back the process state to normal operating condition

Due to the ability to monitor large numbers of variablegshwiow cost, plant
designerigengineerdend to assign alarnte as many variables as they can. It simply costs
less to add rm alarmthanto discuss whether it is needed or rtéénce,the number of
alarmsin process plantsas dramatically increasedver he last two decadeAs a result,
evena minor disturbance may trigger many low information secondary alarms and give
the operator a falsémpressionabout the plant state. On the other hand, a major
disturbance, which can propagate to a severe eventriggar many redundant alarms
along wth a primary alarm As a result alarm rategegularly exceedhe operators'

physical ability to handle alarms. This phenomenon is called "alarm flooding' that can



reduce the motivation of the operators to check on alarms. It can also reduce the ability of
the operator to detect the remduseqlzadi, Shah, Shook, & Chen, 200¥ccording to

the EEMUA, an operator should not handle more than six agrer hour(EEMUA,

2007) In reality, according to different reviews, numbers of alarms exceed this value by a
wide marginduring both normal and abnormal conditig®thenberg, 20Q9¢. Chang,

Khan, & Ahmed, 2011)Minimizing the number of alarms without compromising the

ability to identify failures is a crucial famt in process alarm system design.

Over the pastew decades, numerous process related accidents took place during regular
operatios. One example ishe BP Texas refinery explosiothat killed 18 people and
injured 180 and resultedn 1.5 billion dollas losses One of thefindings from the
investigation of the accidei thatthe process monitoring system did not give adequate
information and warning about the dangerous plant status ti(W&ZSB, 2007) The
explosion at the Texaco Refineijilford Haven is antherexampleof process accident
where alarm flooding contributed to the accidenWith an upset situation, an alarm
flooding condition occurred and 2 or 3 alarms per second were displayed in the control
panel before the accident. Héalind Safety Executive (HSEgported thathe accident

could havebeenprevented if the opera®wereable to find the roetauseof the upset.
Dueto the accident 26 peoplegereinjured damage and productidasses amounted

48 million (HSE, 1994)



1.2 Motivation and Objectives

Recent studiegsAhmed, Gabbar, Chang, & Khan, 2011; Bao, Khan, Igbal, & Chang,
2011; Y. Chang et al., 201bpve proposethe concept oan everdbased alarm system
that groups process variables according to abnormal process events ahdnsesf an
event as the annunciating agendf an alarm.In this approach, lie probabilities and
severites of the events are required ¢alculate the real time risk of the evektowever,
how to select thegroup of key variables to be monitored to predict an evehtw to
define and estimata single indicator to represent the current state of the progdss
respect to an associated evamw to definethe alarm annunciation philosophy, and
finally how to analyze the rootcausesof an eventare not outlined in th@ublished
literature This thesis attempts to address these issuedenrdop necessary techniques to

design an everltasedearlywarning system for process industries.

The possibilites of utilizing groups of variableso develop a warning systetha can
mitigate te limitation of the variablebasedsystemare explored Several grouping
methods are discussatlong with their advantages and disadvantages. Grouping of
variables according to the possible abnormal event was found to be the most Buitable
the purpose of warningydem designAn eventbased grouping procedurepgsoposed in

this thesis



The focus of the thesis is to design an ewdaised earlyarning systenthatis able to
annunciatevarning based on the probabiligf abnormaleventsusingreal time process
measurementsThe specificobjectives are:
¥ Explore the optios for limiting the number of warning annunciati during an
abnormal condition bgllocaing key process variables ineventbasedyroups
¥ Use Bayesian Network tdefine the relationship between ewveahd associated
factors to update the probabilities at real time utilizing sensor measurements.
¥ Design an evenrbased early warning system having significant early warning
capability compared with the conventionalia@ie-based alarm system.
¥ Develop a methodology tdentify rootcause®of abnormalkeventsusing real time

sensor measurements

1.3 Thesis Structure

This thesis is organized Chapters. The first chapter is a brief introductioprocess
monitoring and warning systems in the process industry andirtti@tions of the
standard variableased alarm system$he motivations and objectives of this research
are alsopresentedChapter 2 presenin comprehensive overview of the litanad. The
review detaik the early warning methods that are currently used in the indaktng
with the advancd early warning methalproposed in théiterature Chapter 3 describes
the variable grouping methods adeltaik a methodology to allocate press variables to
abnormal evemtusingthe information theory and cross correlation analySikapter 4

presents the methodolodgr early warning systerdesign In this chapter a detail study
5



of identification of events, related process varigbkesd rod-causes, calculation of
eventsprobabilities and rootcause analysisf events ar@resentedThe methoalogy for
development of @8ayesian Network moddbr the warning systemns also detailedin
Chapter 5,an experimental application along with a slation study are used to
demonstrate the methodology and evaluate its performafsi®.this chaptepresentsa
detailed analysis of the proposed early warning system and disdtsseique features
Chapter6 concludes thehesisby presenting theonclusions and recommendations and

outlining thescope for further improvement of this work



2 LITERATURE REVIEW

A plant abnormal situatioris defined as Oa disturbanceacseries of disturbances in a
process that caes a plant operation to deviate frorts normal operating stateO
(OAbnormal Situation Managment Consortium,0 208®)ormal situatioa can range
from minor processlisturbance to major process upsewhich require the operaton®
intervene and perform corrective actioliss estimated that abnormal conditiorest at
least $20 billion annually inhe USA only (Cochran & Bullemer, 1996)Therefore,
abnormal situation management (ASM) is a critical tagkeéprocess industry. ASM can

be defined as early detection of an abnmal event, roetause diagnosis of the
abnormality and taking corrective action to bring back the process to nanushfe
operating statéVenkatasubramanian, Rengaswamy, & Yin, 200Bpr early detegbn

and rootcause diagnosisf abnormal situationgrocess monitoring and warning system
are extensively used in proceésslusties Warning system can be defined as Oa system
designed to direct the operator's attention towards significant aspects of the current plant
status@Bransby & Jenkinson, 1998%ome of theequiredcharacteristis of a warning
system are relevant, unique, timely, prioritized, understandable, diagnostic, adagbry
focusing(EEMUA, 2007) Thewarning system is one of the most critisafety element

in process industries and ittise 3% layer ofprotection after therocess desiglayerand

thebasic process control system (BPGHer(Crowl & Louvar, 2001)



Many type of alarns are usal in the processindustry such as variable based algrm
deviation alarm, rate of changealarms and calculated alarmgEEMUA, 2007)
However, commorwarning systemare based ommonitoring of individualvariables to
check whethema variable valuas exceedingits threshold limit. Inputto the warning
systemis usually aneasurement of process variable from a sengtradi, Shah, Shook,
et al., 2009) However conventional variablegased warning systems have many

limitations that arise mostly due thar single variable setting.

With the introduction of distributed control system, almost all the vasatéa be
monitored. As a resulprocesamonitoringsystens have lage number of alarmsnany of
which are poorly designe®ue tothe high number of \arning variablesthe number of
nuisance alarm$as increased significantly. Hence, even during a minor abnormality,

alarm floodingmayoccur(lzadi, Shah, Shook, et al., 2009)

Many alarm managemetdgchniquediave been proposed in the literatur@iteventalarm
flooding. EEMUA 191 isa key guide for design, management and procuremmieatarm
systems Alarm managementechniquesuch as grouping alarms, alasuppression, and
shelving have beendiscussed inthe EEMUA guideline (EEMUA, 2007) Alarm
management life cyclapproachas beemroposedn thelSA standard to manage alarms
at the design stage as well daring operation.It consists of the folloimg stages:

philosophy, identification, rationahtion, design, implementation, operatianpnitoring,



maintenance, and change activiyn effectivetool that can be used to reduce number of

redundantlarms is alarm rationalizatidiSA, 2009)

Alarm rationalization methogdghat can identify @dundant or unwanted alasjrhave

been proposed by many researchers to reduceutimder of alarms in plant operatgn
Kondaveeti etl. (Kondaveeti, Izadi, Shah, & Black, 2008)oposedvisualization toas

using theHigh Density Alarm Plot (HDAP) and the Alarm Similarity Color Map
(ASCM) to identify the nuisance alarmand thusto improve the performancaf alarm
systems.Noda at al.(Noda, Higuchi, Takai, & Nishitani, 2011proposed an \ent
correlation analysido detectthe statistical similarities among alarnand operation

alerts In this approach, correlated alarms are grouped together according to the similarity
to reduce alarms. Fuzzy clustering methodolbgg been mposedto identify similar

alarnms (Qunxiong & Zhigiang, 2005)

Proper alarmdesigning techniquesuch as threshold designing, multivariate process
monitoring, and data processing nabe used to reduce false and missed aldinasli,
Shah, Shooket al., 2009; Izadi, Shah, & Shook, 200Bpwever, these techniques are

yet to find widespread industrial application

As an alternate to the varialbased alarm system, Bao et(@ao et al., 2011proposed

a risk base@larmdesignmethod Risk is a function othe probability of occurrencef an



accident andits consequence#ccording to therisk basedalarmmethodologywarnings
are considered as the faufttateof the primary process variableShe probability and the
severity of a fault are calculatedusing the deviatiors of process variablegrom
correspondinghormal operation. The risk-basedalarms are trigged if the respective
risk level exceedghe threshold level. If there are more than one -higl process
variable, alarms are prioritized according to the risk Iddeilvever the proposeadnethod
(Bao et al., 2011)usesunivariateanalysisand its early warning capability is limited.
Recent studie§Ahmed et al., 2011; Bao et.,a2011; Y. Chang et al., 201&xtenad
risk-based alarm desigoy proposing an eveitased alarm system that greypocess
variables according to the events and use risk as the final indicator of the alarm. An event
is defined as an undesirable ciwh that initiatesas process deviates from its steady
state.In the riskbased approachhe probabilities and seveads of the events are required
to calculate the real time risk of the evedbwever, the abovenentioned literature does
not definehow to calculate the probabilitiesnd severityusing the measurements of a

group of variables

Many advanced multivariate fault detection methlodge beemproposed in the literature

to utilize the process measuremeiotsthe purpose odarly fault detetion and diagnosis.
These methodsre classified as qualitative model based, quantitative model based, and
historical data basedrault detection and diagnosis methdds/e beeneviewed inthe

literature (Venkatasubramanian, Rengaswamy, & Kavuri, 2003a, 2003b;

10



Venkatasubramanian, Rengaswamy, & Yin, 2003h the quantitative model based
appoach,the stateof the actual process is obsenadlcompare with an estimated state
from afirst principle model to determin@bnormalities The Kalman filter isfrequently
used to correct the measurement and process error to ediatate of theprocess
(Villez, Srinivasan, Rengaswamy, Narasimhan, & Venkatasubramanian,. 2081 of
dynamicmodek to predict process varialdeand theirviolation of emergency limit in
future time step by estimatingunknown disturbanseusingthe Kalman filter, has been
discussedby Juricek et al(Juricek, Seborg, & Larimore, 2001Frameworks taontegrate
fault detection and diagnosis with risk based monitoring systeave also been
suggested in the literaturéadakbar et a{O Zadakbar, Imtiaz, & Khan, 2018yoposed

a modelbased method to calculate the multivariate residual error betplaatmodel
and actual plant data usinghe Kalman filter to detect faulty condition in the process.
Residuals generated form thelKwn filter is usedo calculate the real time risk in the
process. However, development afamprehensiv@rocessnodel for a complex pagss
plant is a challenging tasRQualitative model baskemethod for fault detectiorhave been
proposed in the literature usingusal model such afedigraph,and thefault tree(Ram
Maurya, Rengaswamy, & Venkatasubramanian, 208dyvever thequalitative methosl
have limited capabilityfo detect fauk in real time Many researchers have suggested
historical data based methods for fault detection and diagnosis applicasoas
alternativeto thefirst principles approachData mining and knowledge discovery using

unsupervisedtatistial multivariate techniquesuch aghe Principle Component Analysis
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(PCA) andthe Partial Least Squard’LS) and supervise learningmethod such athe

Neural Network have beerdetailedin Wang et al(X.Z. Wang, 1999) Zadakbar et al.
(Omid Zadakbar, Imtiaz, & Khan, 201®roposéd PCA to convert high dimensnal
monitoring variable setto low dimensional variable ssiccording to their correlation to
detect process abnormality and calculate the process risk in real time. Contribution plots
from the PCA are used for fault diagnoditowever, alarge set of historical data is

required to develop a statistical model.

Recently,the Bayesian Network (BN), which is a probabilistic graphical method, has
been used in many applications and it has shown promising results. BN is able to
integrate expert subjectiven&wledge with plant datto do probabilistic prediction and
diagnosic inference (OniZsko, Lucas, & Druzdzel, 2001Khakzad et al(Khakzad,
Khan, & Amyotte, 2011)proposeda BN based methodologyor safety analysis in
process industrywhich was furtherextened to perform dynamic safety analysis
(Khakzad, Khan, & Amyotte, 2012Yhe OPathfinder projec(Beckerman, Horvitz, &
Nathwani, 1992}hat usedBN expert systento diagnose medical conditisof patients

has reported successful use 8N in performing critical analysisin many complex
situatiors. BN hasalsobeen used for many real time safetyated accident prediction
applications Real time traffic accident prediction on urban expressway using traffic data
has beernproposed by(Hossain & Muromachi, 2012and Argiolas et al(Argiolas,

Carbonari, Melis, & Quaquero, 201@%ed BN to predict the accident ircanstruction
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site usingsiteinformation Early fault detection ofa boiler using BNy utilizing real time
process deviatiodatahas also been reportéd/idarsson & Dotzauer, 2008Real time
fire detection model using sensor measuresienpredict fire is proposed by Jing et al.
(Jing & Jingqgi, 2012)Using uncertain real time sensor daBN modelwas capableto
detect thefire at the initial stageccording to thdire symptoms.Many natural disaster
ealy warning system that rely on uncertain data have used BN to model the siaration
early warn the disastgBlaser, Ohrnberger, Riggelsen, Babeyko, & Scherbaum, 2011,
Zazzaro, Pisano, & Romano, 201BN is apowerful toolto do fault diagnosis due tasit
ability to do inference under uncertaintCause and effect relationshgf the online
process information is used to conduct rcatiseanalysis(Alaeddini & Dogan, 2011,
Dey & Stori, 2005; Pradhan, Singh, Kachru, & Narasimhamurthy, 200 above
literature demonstratethe potential use oBN as a tool to develop real time early

warning systems
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3 VARIABLE ALLOCATION FOR EVENT-BASED GROUPS

3.1 Introduction

The ability to monitor large number of variables and the ability to assign alarms to each
variable led to a substantial increase in the numbers of alarms in industrial plants This
turn, increased the numbers of false and mddnt alarms. In plant operations, the
numbers of annunciated alarms regularly exceed the acceptable rates that operators can
handle. Thischapterexplores the options for grouping variables for alarm allocation.
Several grouping methods are discussed anmdeverntbased grouping procedure is
detailed. Selection of the key variables for a group is performed using the information
that the variables can have to distinguish between an abnormal and a normal condition.
The concept of mutual information is usedquantify the information. Variables with

high information gain are grouped together for each respective abnormal event. To
identify the redundant variables within the groups to further reduce the number of
variables to be monitored, the maximum crosgelation between pairs of key variables

are used. A case study using the example of a continuous stirred tank reactor is used to

demonstrate the methodology.

3.2 Grouping methods

This sectionaddressethe concept of groupingf variablesto assign alarms. Allcation

of an alarm to a group of variables will result in the annunciation of one alarm when one
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or more variables within the group deviate. Grouping can be performed considering
various factors. ¥riables can be grouped according to their types, oedhipmentthat
they are associated with, or according to their correlatMariables can also be grouped

according to the events they are associated with.

3.2.1 Grouping based on variable types

Different types of measurements such as temperatures, pressures and levels are available
from industrial plants. By grouping variables according to their types and assigning
alarms to groups may significantly reduce the number of alarms in a plant. Rrgrlexa

if there are number of thermmuples along the length of a distillation column, instead of
assigning alarms to each of the measurements, one alarm can be allocated to the set of
temperature measurements. Annunciation of the alarm would indicatbnanmelity

related to the temperature in the column. Thus, in a particular system, which has a high
number of monitored variables of the same type, the operator can efficiently identify a
faulty situation without causing alarm flooding. However the openaith need more

information to identify the roetauses of any failure.

3.2.2 Grouping by plant unit or equipment

In a complex process plant monitoring system, variables can be groupedowunit
equipmemwise. For example, measurements from the strippingoseofi a distillation
column can be grouped together to assign an alarm whose annunciation would direct the
operator to focus on that section and take actions. Thus the operator can effectively
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identify the failure location and further analyze the situationfind the rootcause
without having many alarms from the same unit or system. But due to correlapiamiof
variables, one unit failure can be affected by other upstream variables and this can

mislead the operators.

3.2.3 Grouping based on correlations

Strong correlations exist among plant variables due to their interactions and also due to
plant connectivity. For example, the composition of the feed to a reactor may affect the
conversion in the reactor leading to a changed product composition, prtmuatafe

and/or the temperature in the reactor. If alarms are assigned to each of the variables, a
change in the feed may cause a number of alarms to annunciate. Thus one failure may
lead to many alarms. If variables are grouped according to their ciome|latumber of
redundant alarms can be significantly redud¢¢olvever,the information from the alarm

will be unclear. Also prioritizing of alarms can O#ficult for the operator.

3.2.4 Grouping based on abnormal events

Variables related to an abnormal evaray be grouped together to assign an alarm. For
example, for a simple tank process, the flow rates of the inlet and the outlet streams along
with the level of liquid in the tank may be related to an overflow condition of the tank.
However, instead of agming alarms to each of the variables, an overflow alarmbean
defined based on the above measurements. Thus number of alarms can be reduced. In
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addition, the annunciation of the alarm would inform the operator about a defined event.
Considering thesadvantages, theventbased groupingnethod was preferred over the
other methods. Following section will demonstrate how to select process variables for

eventbased groups.

3.3 Variable selection methods

Identification of the key variables related to an abnomnaht is a challenging task. The
most important variables can be identified by varidatbasedechniques, or based on
expert knowledge. Expert knowledge can be integrated with process risk assessment
method to identify variables that influencan abrormal event. However, if the process
plant is large and complex or if there is not sufficient expert knowledge on the process,
data based variable selection methods are more efficient. Z.Yandg £t dhng, Wang,

& Chen, 2012)proposed aariable selectiomethod based on the principle component
analysis (PCA) and the resulting contribution plot to detect important variables to classify
fault conditions. The concept of entropy from the informatioeory has been used to
estimate the most informative variable related to a failure for the purpose of selecting
sensor locationgOrantes, Kempogky, Le Lann, & AguilasMartin, 2008) Mutual
information concept for key variables selection by using information theory for Gaussian
random variables is used for grouping variables to assign alarms by PZrePE&ted,

Larra—aga, & Inza, 2006)
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Based on variablemformation content, variables can be grouped together to represent
different abnormal events. Hower, there can be highly correlated variables within a
group. In order to identify the redundant variable within a group, correlation analysis can
be performed Various methods have been proposed in the literature to cluster process
variables or alarms aaading to their correlation. Noda et al. and Yang efNdbda et al.,

2011; Z. Yang et al., 2013)roposed methods to analyze correlated alarms by using
binary alarm data. Geng et &eng, Zhu, & Gu, 2005proposed a method to cluster
variables by fuzzy clustering method. Independent grouping analysis is proposed by
Alhoniemi et al.(Alhoniemi et al., 2007¢onsidering mutually dependent variables using

a cost functionlnformation redundancy between variables using the concept of mutual
information has been discussed (Wu & Liu, 2003) The maximum crossorrelation
among variablefasalsobeenused to identify the redundant variab(&wift, Tucker,

Martin, & Liu, 2001)

In this study, slection of the key variables for a group is performed using the information
that the variables cadistinguish betweeran abnormaland a normal condition. The
concept of mutual information is used to quantify the information. Variables with high
information gain are grouped together fe respective abnormal event. To identify the
redundant variables withia group to Girther reduce the number of variables to be

monitored, the maximum cros®rrelation betweepairs of key variables are usékhe
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following sectiongresenthe detailednethodology to allocatvariables into everbased

grours.

3.4 Methodology for allocating process variables to event-based groups

The proposed methodology for selecting process vasébteabnormal event grosgps
presented inFigure 3-1. The nitiating step isidentification of abnormalevent and
corresponding failures (root caus#s)generate process data or acquire historical data
from the particular unit or processwo subsequengteps to bdollowed: (i) to select the
variablegroupwith high information content about the eveamtd (ii) identify redundant
variableswithin the selected groupMutual information betweeaventsand variable is

used to calculate the infoation gain to identify the process variables that have high
information gain for each abnormal event. Afterwards, cross correlation analysis between
pairs of process variables for each abnormal event data set is used to identify redundant
variables withineach event group. Finallysing process knowledge and the grouping

results, process variables are allocated for each abnormal event group.
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Figure 3-1: Methodology of allocation of variable for abnormal event groups

variables

Y

Allocate variables for

respective abnormal event

groups

3.4.1 Process data generation

In order to select variables to form a group, the first step is to identifplthermal
events andoot causesféilureg that can occur in the unit, equipment or a system. ighis
doneby Hazard and Operability StudgHAZOP) (Crowl & Louvar, 2001) Information

of the HAZOP studycan alsobe used to selecvariables for each abnormal event.
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However, if the plant is compleor processes are integed, data basedethodology can

be used to get efficient resul@nce the failures and the abnormal events are identified,
process data are required to group variables. If the plant is at the design stage, simulation
can be carried out to generate diiathe abnormal events. For an operational plant,
historical data can be used along with simulations to meet data requirements. Using data
for both normal operations and for abnormal events, the information tieeased to

select the key variables asgded with an event.
3.4.2 Grouping variables according to information gain

3.4.2.1 The Information Theory

The information theory, proposed by Shanti§hannon, 1948)which is routinely used
in communication systems, measures the informat@rtent ofa random variable in a
guantitative manner. According to the theory, uncertainty associated with a random

discrete variable X can be measured by its enttdjX/ using equatior3-1

HOO =1 ) 1 () log ¢ ()! (31)

X

Here,X is assumed to be a discrete random varidhle) is the probability mass density
function of I = !x occurrence. Entropy is measurad unit "bits', therefordog, is

considered in the calculations.
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For example, a fair coin tossjth P(Head = True! = 0!5 andP(Tails = True) ! Ol
have 1bit of entropy. If the coin is not fair and the probability of getting a tails tken
the probability of getting a head is- p. Following equation3-1 the entropy of tossing a
coincan be obtained as

H()=—-pl"#,! = =log (! —!!
The function! ! is plottedin Figure3-2 to illustrate the basic characistic of entropy.
Entropy will maximze if the uncertainty of the random variable is maximum the
above case a fair coin represents maximum uncertain(p(!"#$ ! T) ¥ !.l) and
results in the maximum entropfntropy will be minimum when the uncertainty is
minimum. A biasedcointhatalways get gher head or taflP(!" 'd =!) =!1I"1l) has

zero entropy.

ook
osf
07f
osf
S osf
04f
o3}
o2k

0.1

Figure 3-2: Entropy of tossing a coin.
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For 2 discreterandom variables andY, the joint entropy! X; !! I'lcan be defined as,

L= G ) () (3-2)

Iy

P(! 'y! is the discrete joint probability distribution bf =!I andY!! .

Conditional entropy between discrete random vargalileand! with joint probability

distribution! !1'11) and conditional distributioh!! !y) is defined by,
ECpenn ZP(!!!)logZ!P!x!y!) (33)
xly

3.4.2.2 Mutual Information

The mutual information which one random variable contains aboother random

variable can be derived as outlined@over & Thomas, 1991)

I 1
1(!!Y!)=Z!(!!!)!"gz% (3-4)

x,!
I'X; ' I'is the mutual information between random variableand! . Equation3-4 can

be simplified as follows
LXHYD = 1H( ) =1 1xin (3-5)

11 is the entropy of the random varialdlegiven! . If 1 11111 js same a$ ! !,
then it is considerethat the variablé does nothave any information about thvariable
X. However, ift I 11} is lower thanl !!), it is considered that the varialifedoes have

some information about the variable That isuncertainty about has reducedf
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information about variable is known Hence, that reduction of uncertainty is defined as

the mutual information gain adlfie variables andY.

3.4.2.3 Selection of variables using mutual information

The mutual information between twandom variables can be ustx select the key
variables thaftcortain significant information regarding an event. In order to do that,
variableY needs to be defined as a randomalale that indicates the failures that can
propagate to a specific abnormal event. For an example, if there is only one failure that
can propagate to an abnormal condition then Y can be defined by two random numbers,
111 (normal) and !'! I (failure). On the other handf there are! ! ! number of
failures that can propagate to a specific abnormal event,!thean have! random
numbers |( being the number of failusgplus the normal condition). If the variable does

not have the ability to distinguismabnormal event from the normal condition, then the
amount of uncertainty do not change. If a variable can distinguish between conditions,
then the amount of uncertainty will be reduced. Reduction of the uncertainty or entropy is
the information gain that variable cortains The fllowing equation presestthe
information gain betweeacontinuous random variableandadiscrete random variable

I that havd values.

YIDY Z![!(!!x)!"#!%!! (3-6)
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Entropy of a continuous random varialblaving a normal distribution has been defined

in (Cover & Thomas, 1998s,
|
Lixn !j! (D O 1= logy 1M 1 (3-7)

111 is the probability distribution of continwobus random variabled and! is the
standard deviation df. PZrez et a(PZrez et al., 200@)oved that if the variable has a
normal distribution and if is a multinomial random variable havirigto ! finite
outcome with a probability distribution &f! 1! I'ITand! 111 is the joint prdvability
distribution of! !'! ! and! ! =!I | then the information that the variable can have for all

the! values is given by

e !ZI!(!!!)!"#!%!" (3-8)

I'; 1) is the mutual information betweénand! . During normal conditions, variations
of data occur only due to measurement noise, which is typically white witlssmall
magnitude But if the variable contains high information, then for each failure condition
the variationin data will be significant. Therefore entropy between failures and the
variable will decrease. Information gain farcontinuous random variable havng a
Gaussian distribution araimultinomial variable C is derived inPez et a(PZrez et al.,

2006)as follows,

1111 eal
¢t Zfl(l 1y !'('()I (3{) Zfl (')"x“'log.%!"
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r¢s;nnt !!ZZ!(!)I!!!!!!!!!"!p!x!c!!" ! !Cz:!f!!(!)!!!!!!!"!!!!!!!"

The ®condintegral can be expressed as,

!CZ!I!!(!)!!!!!!!"#!!!!!!" ! !f!!CZ!!!!!!!"#!!!!!!"
!Z!!f!!(!)!!!!!!!"#! rreere !f!!!!!!"#! rreer o !l!"#z!!!"!!!!

and then
rarnnt Z!(c)(! :—!"#!!!!"!!!!>! :—!"#!!!!“!!!!
ramn :—!"#!(!!")! :—Z' M, () i—!"#!(! " )1 :—!"#!!!!!!
NENTRRY l:— "%, (0! Z!(!)!"#!!!f! (3-9)

Equation3-9 is used to calculate the information gain. Wheris the standard deviation
of the random variable and!, is the standard deviation of the random varidbtgven
Prrumrrinl s asumed to have uniform distribution, implying that the information
about the normal andhe failure conditions are unknown and their probability of
occurrence are the same. It is also assuthatthe data acquired for each variable in

different conditionsare normally distributed and is considered as multinomial random
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variable. Finally variables having hidtvalues are selected as the most suitable variables

to monitor the respective event.

3.4.3 Identification of the redundant variables

Variablesthat ae selectedfor each evengroup may contain the same information and
thustheycan be considered to be redundant. The redundant varabldentified using

the correlation analysis. The purpose is to identify redundant variables within a group and
thus to exclude all but one from a redundant set for monitoring. To perform the
correlation analysis, data are standardized to have zerosmEaa crosscorrelation
between pairs of variables are estimated. There can be time lags between variables.
Hence to calculate the maximum correlation, time lag is varied and the correlations are
calculated to gethe maximum positive amaximumnegative value. Maximum time lag

can be decided using process knowled8evift et al.,, 2001) Pearson correlation
coefficient is used to calculate the similarity betweerand y continbus process

variables as follow§F. Yang, Sirish, & Xiao, 2010)

T L[y !!Imlm..#! 1] (3-10)
[T a, )(l Ly ) (3-11)
L (M) D o Z urs ! ? g 10
o i1 y
o (0 - - 3-12

=l —1"#
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'y I"# lo,lare the standard deviationé x and y andy, !!"# !!, lare thé& meanvalues
I"# is the time lag ofy with respect to!. At the maximum positivecorrelation
coefficient¢ ,, time lag is!" gy and at maximum negativeorrelationcoefficient
¢y , time lag is!" !4 . Then the maximum absolute correlatiaoefficient is
calculated as follow&. Yang et al., 2010)

70 | | R P L 7 S [ P RO

O 7 R A RO | ' R B | R
The orrelationmatrix isthusdevelogd. Variables tlat are highly correlated with each
other are grouped togethdtor the purpose of better visual representation, grouping
doneby calculating the similarity distance between each pair of vasiaBfeer getting
the distance between variables in the dedsiables close to each other can be linked and
presented in clusters in a hierarchical tree dendrogMartinez, Martinez, & Solka,

2004)

3.4.4 Allocating variables for abnormal event group

Finally after calculating the information that process variables have regarding the event
and the redundant variable within the group, variable allocation is carriedErpéert

knowledge isalsousedto justify thechoice ofvariableswithin a redundant group
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3.5 Application of the variable allocating methodology

Reactant inlet

X
'

Cao
Fo

Cooling Jacket outlet
T—>

Fio . ~ T
Tjo [i] ht Ca

Reactant outlet

Cooling Jacket inlet

Figure 3-3: CSTR process diagram

To demonstrate the methodology and its applicabgitigcketeccontinuous stirred tank
reactor (CSTR) is considered. An irreversible exothermic reattien!Blis assumed to

take place in the reactor withfast order kinetics. A temperature controller is used to
control the reactor temperature by manipulating the coolant flow rate. Theofdigplid

in the reactor is also maintained by manipulating the reactor outlet flow. Heat losses are
considered negdlible and a perfect mixing condition is assumed. All the paesiéor

the model are taken from literatu(euyben, 1996)and the controller parameters are
taken fromChang et al(C. Chang & Yu, 1990)Simulation model used due to the
unavailabilityof real process operation dafdis study is further extended to develop an
early waningsystem and the same CSTR operation is used through the study dee to th
convenient.To demonstrate the methodology, Simulink is used to build a plant model.

Detail model is presented in the appenddifferent failure conditions are simulated with
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Simulink to generate data. For the CSTR variables are idefited as measrement

variablesas presented ifable3-1.

Table 3-1: List of variables that are measured in the CSTR process

I H 1B%& () Yo &), &%

[# VHS%& )+ 50"

O#  /&&)HO%(,%*)*%1(&,%)"%6(%" 23" #%,"
¥ "H$%H#0%($&0$ 0% #%*&0
2 1"H$%6&'(."44")(%"23" #% ("
3t I"HS%&(8,%3,%(5)&6(H#%"
18.8)#0%(,%*)*%1 (5)&6('#%"
I"H#S06#00%(5""- (%" 23" #4, "
6 I"HSYHOY%(5"-(5)&6('¢%"

TH  18&&)H#0%(*0)" % (%" 23" #06,"
I18# 7".")($&0%'&))"(&,%8,%

Il # 8"23"#%,"($&0%'&))" (& %3, %

g %

Variables 5 and 6 are manipulated to control variables 1 and 4, respectively. Other
variables are uncontrolled variables. Ten failures are considered for this study. Using
Simulink, data for all the failures and the normal condition are generbadde 3-2

presents the failures.
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Table 3-2: Possible failure conditions for the CSTR process

I"#O&, ()4t 98, (Y8t < =>&( %%

o # I"#$%#0%(5""-(5)&6(-*4%, IHQSE(5) &6

90K I"H$Y6#0%(5""-(5)&6(-+4%, OHOIRB(>) &6

oL 18.&)H0%(414%" 2 (SHEY=(S&8)HOY(%" 23" #%, "
924 18.&)HO0Y%(414%" 2 (SHT 86 ($8E&)H0Y% (%" 23" 6,
o3 I"HB96& (&, %(5)&6(H)." (5H)*<=(5)&§

o I"H$%68& (&, %(5)&6(#)."(5H*)T&6(5)&6

95 18&)#0%(5)&6(.#)."(H#*)(<=(5)&E

o6# 18&)HO0%(5)&6(.#)." (5#*)(T€:6(5)&6

o7 I"HSY6H#0% (5" -(+,#)*% 1 (SHOLE($&0$ 0% HUF&0
/8 # I"HSI6H0% (5" -(+,#)*% 1 (5T 86($&0$"0% #96*&0

Some ofthese failures can propagate to more seabnormal eventsTable3-3 presents

the abnormal events and the respective fail(nest-causesjhat can lead to the ewes.

Table 3-3: Possible abnormal events for the CSTR process

@-A")B& #C+YaA<# 9&,.() %

S S&(%' M
(A&D&E# >?@ A
9.""* AF#4 >B@(EC
G"D#H(&.,<E#I)"™*(>## >D@(CE@(>F
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3.5.1 Grouping variables

Data were gathered from simulating fadure conditionsFor eachvariable information
gain was calculated bysing equation 39. Informationgains for failures are calculated
consideringailure and normal conditiodata variation. Foabnormal eventlethe related
failures and normal condition data are usedaiculate the information gain according to

the equation 3.

Then variables are grouped according to their information gain. First a pairwise
comparison for the normahd a failure is camed out todentify variables that can reduce

the uncertainty of the failure under consideration.

Mutual information gain Bits

1 2 3 4 5 6 7 8 9 10 11
Process variable number

Figure 3-4: Information gain of different variable corresponding to failure F8: coolant valve failure -

low coolant flow

32



As observed fromFigure 3-4, there are 5 main variables 4, 2, 11, 3 anthafing
significant information about theoolant valvefailure. Accordingly, these sets of five
variables are considered as the key variablestiferfailure F8. Following the same

procedure, key variables are identified for all the failures.

In order to group variables according to the abnormal events, information gains are
calculated by considering all the failures that can propagate to the corresponding
abnormal eventFigure 3-5 presents thenutual information gain for all of the listed

variables for the abnormal event, runaway reaction.

ok —|II—I__I—I J
1 2 3 B 5 6 7 8 9 10 n

Process variable number

s

Mutual information gain Bits
- n

0

o

Figure 3-5: Information gain of different variable for the event- runaway reaction
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As shown inFigure3-5, the variables 4, 2, 11, 6, 3 and 9 can give significant information
about thaunawayevent. Accordingly, these set of six variables are considered as the key
variables for the event runawegaction. Following the same procedure, key variables are

identified for all the events

3.5.2 Redundant variable selection

Cross orrelation analyses are carried out to identify the redundant variables within a
group of key variables, which are selected faheavent. The maximum cross correlation
matrix is generated by varying the time lag between each pair of variableador
abnormal condition datd:or the purpose of visualizatiopa hierarchical cluster tree is
developed in the form of a dendrogram @ssentedin Figure 3-6 that show the
correlations among variableslated to theunawayevent Finally it is required to choose

one variable from each redundant gofor the purpose of minimizing the monitored

variables.
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Figure 3-6: Correlation among variables for the runaway event

3.5.3 Allocating variables to groups

Choosing the most suitable variallem a redundant sehay become a challenging task.
Process knowledge as well as sensor characteristics may be required to condiier for
purpose. In this case the variable with the highest information gain among the redundant
variables is choserable 3-4 presents the list of variables that can be allocated to the
groups corresponding to the individual events and the highly correlated variables within

different goups. It also shows tHeal group selection for each of the events.
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Table 3-4: Selected variable groups for different abnormal events

C+0bM< JY%E# 0+ (A*&A<H#H KL"%AH#
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G"D#M(&., E# GH@?@E®@ GH@EI( G?@E@BE

3.6 Discussion

From the results, reactor vessel temperature (variable 2), coolant utility flow rate (variable
6) and temperature controller output (variable 11) are the main variables that have most
information regarding runaway reaction. It is obvious thatreactoréamperature is the
main variableghat can beused to detect a runawaylain root cause for the runaway
reaction is the failure of the coolant system. Variable 6 and 11 are directly related to the

coolant system failures.

Primary variable for flooding calition monitoring is level of the reactor (Variable 1)
Therefore it should be a key variable. The main root caaethe level controller failure
and feed flow valve failure. Variablashich are directly related to both failuresd
identified as the ke variablesare the reactant feed flow rate (variable 8) ath level

controller output (variable 10).
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Low quality production can be qualnéd by reactant concentration (variable 3), which is

a key variable according to the methodology. Incompletetiosacdue to the low
temperature is the main reason for low quality producfidme Proposednethodology

has identifed reactor vessel temperature (variable 4) and temperature controller output
(variable 11) as other key variables to detect low quality ymti@h. The case study
demonstrates that process knowledge fljestithe selection of the key variables by the

proposed methodology.

As mentioned irsection 3.2there are other options to group variableshle3-5 presents

the selected gup of variables according to diffent grouping mébds. As shown in the

table, diferent methods may result in sifinantly different results.

Table 3-5: Results on group formation using different methodologies

NY'(I” # N/ # NO# N# N2¥# N3#
0&),& YoH<E% B HE@E@F@ ( K@C@A BL@BB
P.&A<QRA,< E@H@C@ B@E 2@F@A B@K@BL (
K")%.&<,"A H@I@E C@D F@BB  K@A@BL K
C+YbA<H-&H6* H@C@BB B@A@BL ?@E@BB ( (
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3.7 Conclusion

A procedure for selection of variables to form groups for an dvased alarm system is
detailed. The method uses the information theory and the concept of mutual information
to select the key variables to allocatea group. Correlation analyses are then carried out

to select the redundant variables within a group. A case study using the example of a
CSTR is used to elaborate the proposed methodology. Following the same procedure,
variable selection to design aneexbased alarm system can be carried out for an entire
plant. Once variables are selected to form groups, one alarm will be assigned to each
group. Finally, a eventbased approach will be used to estimatepttodability of event
occurrence The warning will be annunciated if the overgtirobability is higher than a
pre-chosen thresholdThis chapter outlines the grouping methodsent probability
estimation andoot-causediagnosis ofevent warninghave beeraddressed irthe next

chapter
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4 EARLY WARNING SYSTEM DESIGNING METHODOLOGY

The proposed early warning system design methodologludes two main elements.
First, a Bayesian Network (BN) is constructed to define the relationskeigcbidentified

eventwith the factors associated wiith Second, th&N is used to calculate the real time
probability ofthe event occurrence and diagnose the roetauses of the event utilizing

sensor measurements.

Figure 4-1 presents the complete methodolodgr the early warning systenilhe
proposed procedure starts with identifying (a) the significant abnormal events, (b)
scenarios associated with each event,pocess measurementsyihptoms) related to

each event and (d) theotcauses of the events. Subsequently, Bayesian netwoeks
developedo define the following relationshipg$) between process event and scenarios

(i) between scenarios and symptoms, and (iii) between symptoms anchusas. The

first two relatiosare used to issue warnings and the third relation is used to identify the
root causes of a warning. Real time measurements of process variables are used as inputs
to the warningsystem. The measured variabla® used as evidences to update the
probabiliies of symptom nodes in the Bayesian Network. Next, the probabilities of
scenarios and event occurrences are assessed using BN forward inference. If the
probability of an event occurrence exceeds a predsf threshold value, a warning

annunciated. Whea warning is annunciatethe rootcause analysis is carried aiging
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the evidence The methodology includes four main steps described in the following

sections.
r——- """ - —-"——- - — — — — T - - - - - - - - - = - = = = = 1
| Offine analysis | Real time analysis |
| Bayesian Network Real time
! Identify process event% > ve (BN) < plant l
| | measurements | |
| l | ¥ A |
| Allocate variables to | Update evidences |
| event based groups | |
| l | |
I Identify scenarios | Assess probability |
| associate with events I of eventt |
| * | |
| Identify root-causes | |
| for process deviations | No |
P{Event)>Threshold>
| v | |
| Develop Bayesian | |
| Network to define I |
node relationshi
| £ | A 4 + + |
| v | | Root-cause Issue |
lysis warnin
Define strength of ke 9
: Expert knowledge node relationships : | J :
| | Display |
the Warning &
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Figure 4-1: Event-based early warning system design methodology

4.1 Step 1: Identification of events and corresponding scenarios and root-causes

4.1.1 Identification of events

In the proposed methodology, warnings are assigned to undesirable events instead of
individual variablesEvents in the contexbf the proposed warning systeare defined

as undesirable abnormal conditissisch as runaway reactiam a reactar flooding of a
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tank or operational problems.g. plant shutdown omproduct degradationFigure 4-2
presents the propagation of an abnormal event. One or several initial causes such as
failures cancausedeviaton of the process variables away from itheormal operatng
conditiors. The process can further deviate from normal operation @dungé¢o failure of

process safety barriers. Subsequently, an undesirablecarardcur.

“
Initiating
cause 1

Process Deviation

cause 2

Initiating

Figure 4-2: Abnormal event propagation

The firststepin the methodology is to identify the undesired eventsch can take place
during the operation of the particular process. There are many risk assessnsahatool
can be used to identify events. the proposed procedurthe Hazard and Operability
Study (HAZOP) is used to identifthe potential events. HAZOP study is a qualitative
risk assessment methaalidentify process hazards that can occur due to deviatibtise
process variables Piping and instrumentation diagramare used toidentify the
propagation of majorprocess variabledeviations The process variables are

systematically analyzel using the sealled guidewordsto identify potential
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consequencedhe rod-causes of the corresponding deviatians also identifiedTable

4-1 presents the list of HAZOP guidewords.

Table 4-1: HAZOP guideword list

N(,*%D")* #

$%&A AF

ISTHISUTHIS!IGt
$S;CT#HVWNVC; T#N;C@UC;
GCXXT#GS¥C;
@X#YCGGH@X

P@;U#SB#

;COC; X@&

SUVC;#UV @it#
XSSIC#UV@#
YVC;C#CGHXC
G@UC#UWD!
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M, #0%*%#%*." (*0$"(#4" (
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M, #0%*%#%*." (*0$"(#4" (

M, #0%*%#%*."(-"$" 44" (
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1&23)"%" (4,94%*%,¥6*&0
8&&MH)1(&'(*0(%="(6'&0<(&'{"
NO(#--*%*&0#)() &$#%*&0
8&&()#%"(&'(*0(%="(6'&0<(&"-"

After carrying out the studyhesignificant abnormal conditiortat need to be warned in

the operation are identified as everier example,in a simple tank procesa,deviation

in the flow rate of the inlebr the outlet streanmay lead to oveflow of the tank with

significant consequencesience,the overflow is considered as an event for the tank

processTable4-2 presents the HAZORiblefor a buffer tank operatian
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Table 4-2: Example HAZOP study for tank operation
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4.1.2 Variable allocation for event-based groups

After identifying the significant events, monitored process varialaes selected
according to theirabilities to distinguishbetween an abnormaventand a normal
condition The deviation®f these process variables aefined aghe symptoms of the

event If the process plant is large and complex or if there is not sufficient expert
knowledgeaboutthe processjatabasedvariable selection methods are more efficient to
allocae variables to abnormal evelmaised group A detailed methodology on allocation

of variables to eventbased groupausing mutual information and cross correlation
analyss has been described in chapter I8. the proposed early warning design
methodology, mutual information between an event amoaess variable is used to
select the key variables if the plant is complex. Process knowledge is used for allocation

of variables for simple processes.

4.1.3 Identification of corresponding scenarios

Scenarios are defined as the process operating conditiansinfluence an event.
Deviatiors of process variables and their correlasiauring an eventare considered
when determining scenariofeviation of me variable or combinationof different
variables causesscenarioFor example, saturation afflow control valve along with an
increase in the levalf liquid in a tankcan be considered as one scenario. Both of these
conditionsareneecedto occur for this scenario to happen. If the controtldwe reaches

to the saturation limit without level deviatidhenthis condition is controllable and it will

notinfluencethe overflow event.
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4.1.4 Identification of corresponding root-causes

Possible roetauses are identified that can influence the process variables to deviate from
their respective normal limits aridusthe occurrencef an eventThese rogtauses can

be external disturbances, equipment malfunctions, control system failures or human
errors.In this methodology, all the ro@uses that are associated with the events are
identified using the informain from the HAZOP study. An alternative to the HAZOP
study isthe Failure Moc and Effect Analysis (FMEAFEMEA identifies the failures in
process equipmends well asthe effect of these failuredn this method, process
componerg areconsidered and the failure modes that can occur during the operation are
examined. Also, the undesirable effeofseach failure are evaluateBailures, which
influence the process variable deviation and finally propagate to an axecansidered

as oot-catses of the corresponding event
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4.2 Step 2: Development of Bayesian Network (BN)

After identifying the event anthe corresponding scenarios, symptoms and-canises,

Bayesian Network is used to develop the exsmged early warning/stem.

4.2.1 Bayesian Network

Bayesian Network (BN) is a graphical method that is used to model causal relationship
amongrandomvariables. BN contains two pari@ graphical structurg¢hat defines the
gualitative representatiprand the conditional probabiks thatdefine the quantitative
relations The retwork structure is a directed acyclic graph containing nodes and arcs:
nodes represent uncertain variables and arcs represent the direct casual relationship or the

influence between linked nod@2earl, 1988Korb & Nicholson, 2003)

BN represents the joint probability distribution of discrete random variable nodes

X =1X;!",,! 1), According to the chain rule of probability theory, joint probability
| (I I ! X I = ! 2||X| = In)lzp(l I!X!,! !.!x! ) is factorized as,
POy ey ) P ) PG b)) ey eyt e, e (4-1)

According to the eeparation property of BN, root nodes are conditionally independent
and the rest of the nodes are conditionally dependent with their direct parents. Hence, the

joint probability distribution iompacteds,
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L (g, 20,0 10! l_[! O NHS%E (1)! (4-2)

L

Parents(! ) are the parent nodes that are directly connected with the!ndé@rb &

Nicholson, 203).

Figure 4-3: Bayesian Network example 1 network topology

Examplel: Figure4-3 preseats a simple Bayesian Network having random variable A, B,
C, D, and E. Joint probability distribution of the BN can be presented as,

LA, L, U 1) I=1PLEL 1 1 L)IPIDIAIBICHPI 1,1 )IPIBIAL L (1)

However due to the variable independency that represented in the network, above joint
probability cancompres as,

LTAIBICIDIE! U L (E)U (1 [1)IPIL[1)IPIBI LT (1)
In order to quantify the network, conditional probability tables ap|! )! p!!I Il 1T and

I arerequired.
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The nost important property of the BN its ability to perform probabilistic inference.
Any evidencéd! ! can be entered into any node and according to the evidence, the belief
of the other nodes are updaf&thakzad et al., 2011; Korb & Nicholson, 2003)

P IH$1%6&! ! P H$1%6&! ! (4-3)
I I

P IHSI%NE) | st ! Y ! 1 HIHS1%&!

In this methodology, probabilities dhe symptoms nodes are updated using real time
process evidences. According to the symptoms, beliefs about the other nodes probabilities
are updatedThere are two cases of belief updating, first is the forward inference which is
the prediction of a child node probability usitige evidences of parent nosleThe
forward inference is used to calculate tE"#$%!!"#$%&$' !. Backward inferace,

which diagnoses a parent node probability, using evidences of the childisagesl to
calculate the ("#$%&'( s |!"#$%&#' ! using theBayes theorenfKorb & Nicholson,

2003)

Figure4-4: Bayesian Network example 2 network topology
Example 2: Figure 4-4 present a simple Bayesian network about a student getting a

scholarship.
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A: Study hard for exam, B: Get high score for exam and C: Get a scholarship.
Conditional probabilities of the BN:
LB VLt iyt rper )
nparrprryr e N A
Casel: If there is an evidence that probability of student studying hard!is! !!!
111 then from BN forward inference, the probability of getting a high score is estimated
as follows,

rgrrmyrrgrrprnyrrgr g rrprnyrra o =1)

Subsequently, probability of student getting a scholarship is estimated as follows,

R IR NN IR IR D IR (DY

Case2: If there is uncertainty regarding whetllee student has studiéardor not, then

from the history of the studenprobability of student studying hard is believed as
P v rrr 1 However, if there igvidencethat the student got 80% scolé) ! 1!

can be updated to 0.&rom the evidence of the exam score, belief about the student has

studied hard can be updated by BN backward inference as follows,

NOEEEIEEDY ACUREEUSIDINT

SoLTan Ty e e e
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DL T e
P Q@ DLy b ey e s o
1)
@ ey e
Similarly! (! ' 11 1 )iscalculated (! ! !l =1)1 1u"
Butwith the evidence, I | 111 118, we canestimate

PLAV T L@ L Lt 1)1t 1)1 TB! F)y«! (B! F)

I Ole4! 018! O!16! Ot 1 01544

BN forward inference is used to calculate the probability of getting a scholarship as
follows,
P =1,1)=1C 1T D=1t rnrgn

Prr o8ttt =1rn

According to the evidence, the belief abedtether thestudent has studied haldhs
increasd from 0.4 to 0.544 and the likelihood of student getting a scholarship is

estimated as 0.62.
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4.2.2 Bayesian Network topology development

Construction othe BN topology depends on the qualitative relationskaimong variable
nodes. The proposed network consists of four diffelaydrsof nodes. Root nodes are
root-causes that influendbe deviation othe process varialdeFirst intermediate nodes
that are influenced bthe rootcause nodes are the symptawdes Other intermediate
nodes, which are influenced by symptoms, are theasicemodes. Finally leaf nodes,
which do not have anghild, are considered as event noBgure 4-5 presentshe BN

structure for the proposed early warning system

According to the network irFigure 4-5, joint probability of the event (E) and the
corresponding scenarios (SC), symptoms (SY) andaaates (RC) are expressed as

follows,

l
Lo ) = p(e pamasyr | froem o i e (44
( ) =PC ™M) " ! ! (4-4)
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Figure 4-5: Bayesian Network topology representing early warning system

4.2.3 Defining strength of the variables

The @nditional probabilies define the strength of the causal relationships among parent
nodes and child nodeThe probabilitiescan be defined based on expert knowledge or
from historical data using Bayesian learning methadshis study expert knowledge is
used to define the strength tbfe relationship among nodekie to the unavailability of

the large number of historicalgmess data on different abnormal events.

The main obstaclan determiningthe conditional probabilitiesriseswhen the number of

parent variable nodes large. With theincreasein parent nodesthe number of
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conditional probability requirement increasxponentially. Variable nods in the
proposed methodologyonsiderthe occurrence and nonoccurrence of respective variable
node as their statesdence,the proposedBN has only binary state variable nodes.
Therefore, if there are number of parents foa single child, then ™ number of
parameters are required to define the network strefighrl, 1988 Bobbio, Portinale,
Minichino, & Ciancamerla, 2001; Flairs, Baiarkov, Zagorecki, & Druzdzel, 2004)
There can ba largenumber of parent nodes (recduse or scenario nodes) that influence
the child node (symptom or event node). Hence, a large number of conditional parameters
are needed to define the proposedwmoek. This situation would not be desirable or
practicalfor a large industrial plantn order to reduce the number of parameters, Noisy
OR is usedhatsimplifies the Bayesian NetworkBobbio et al., 2001; Flairs et al., 2004;
Khakzad, Khan, Amyotte, & Cozzani, 201H¥)thereis! number of parent nodes directly
connected to a child node, then the conditional probability parameteia ¢msteckd to
defineare reduced fronh' to n when theNoisy OR logic algorithms used Noisy OR

can be used if a variablehas binary peent variabled"#$%&'!! ! ! (1!, 1 1,) and

also if the following two assumptions are true

1. Parent node ,!linfluences child node! independenthfrom other parent nodet the
proposed network, each recduse nodes and scenario nodes cagp@adently influence

the symptom nodes and event n@déhout occurrence of other respective parent nodes.
2.! is false if none of the parent is true(! |I, ! T,)! !. It is assumed that when

identifying the rootcauses and scenarios, all the possibladitions are identified. Hence
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if all the rootcauses dmot occur, the probability of symptomoccurrencas zero and if
all thescenarioslo not occur the probability of eventoccurrence is zerd@.he conditional

probability of! !can be calculated as follows,

YAIDIRE 1_[(!! 1) (4-5)

Where,r is the set of true variatdén X and!, ! 10T 00 10 b 0, 10 Tl s

the probability of! given!, is true and all other parents are false (forial to n)
(Onisko, Druzdzel, & Wasyluk, 200®obbio et al., 2001 Therefore Noisy OR is used
between rootause and symptons and betweenscenarie and event nods Only the
individual influence of parent to its child needs to be defined and the other conditional

probabilities are calculatagsingthe Noisy OR algorithm.

Example 3: Consider the simple Bayesiadetwork with binary variables present in
Figure4-6 (A: Flue, B: Cold C: Malaria and D: Fever). Each parent nodes can influence
the child node. In order to complete the conditional probability table for thiscpkar

BN, 8 conditional probabilities are needed. However, with Noisy OR technique the
conditional probability requirement can reduce téi8wever, the dllowing assumptios
shouldbe satisfed, (1) each parent node hate independently influence the child node

and(2) if all the parent node are false then the child reltmild befalse.
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Figure 4-6: Bayesian Network example 03 Network topology

Then only the 3 probabilis that are needed to complete the CRT(! |! |BIl') =
P uIBty) Lor @ i)y =1t | Table 4-3 presents the calculation of

conditional probabilities.

Table 4-3: Bayesian Network conditional probability table for example 3

K'*# | 9.(% | $&.8)8&# LIS [ 1S 1'HS  I'H'$%" 1 #
8( > > ( LO@

8( > 8( BGB.O?IYGBDAI LODAC
8( 8( > BGB.O?IYGBDI LOO®?

8( 8( 8( BGB.O?IYGBDIYGBDAI LODDAC
> > > ( L(

> > 8( ( LOOA

> 8( > ( LOD

> 8( 8( B.GB.ODIYGBDAI LODDA
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4.3 Step 3: Real time probability estimation and alarm annunciation

4.3.1 Evidence updating from real time sensor measurements

Evidence can be updated to any node in the Bayesian Netwotke proposedvarning
systemmodel, evidences are the real time sensor measurements. Feaewigences,
probabilities of the symptom nodes are updated. Symptoms are defined as the occurrence
of the variable deviationto a faulty state. Normal rangd a variableis defined by
statistical process controts3gma method or according to the desirable process limits of
therespective variables. In this study, process variable values between upper control limit
(UCL) and lower control limit (LCL) are considered as the normal range. Values, which
fall outside that range, are considered as abnormalvdfiable is aits threshold limit,

thenit caneither move back to normal condition or propagate to an abnormal condition;
hence, the probability of the fault in the process variable is considered as 0.5. Using this
concept, following equations are proposed by Bao €Bab et al., 201190 calculate the
probability of variable deviation to a faulty state.

o) (4-6)
YRR, [III Myl ||I f (-!!. -
Ifir, !
' INNGIRIRD: (4-7)
A eyl [!!! !!!!u! !!!!]! fﬁl (!!!. mi
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Figure 4-7: Probability of process variable being faulty

Where,!, is the value of thé, process variabld.,. and!,. are the fault threshotd
UCL and LCL are considered &s! !'!, and!,! !!, respectively!, is the steady state
value and!, is selected according to the faulty limit. Consequently, with the real time
measureddata, probability of each process variable moving to wtyfacondition is

calculated to update thegbability of all symptom nodes

4.3.2 Real time prediction of event occurrence

After updating the symptom naoslprobabilities using the eviderncat each time step, the
developed Bayesian Network is used to predietgtobability of the scenario nodes and
event nodes using BN forward inferentie.order to minimize the false alarm condition,
noise filtering is carried out using moving average filter for all sensor measurements
(Izadi, Shah, & Shook009; Smith, 2009)

! :—(!m”! T S Y I Y 1L TR A R R YA (4-8)
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Where, n isthe number of data points that arensidered and, is the value of the

variable! at! th time step!’, is themoving average&alue of the data set kth time step

Further, a forecasting step is introduced at the warning annunciation to increase the
warning system robustnesg his step is carried out when the probability anf event
occurrence exceeds the threshold level. A moving window linear regression is carried out
to calculate the probabiksof event occurrence fahenext! time stepsas follows,
P #$%), 1 ! x ity + 10 (4-9)

I is the mmber of stepshat need to forecast andstdecided considering the maximu

safety time required for the operator to take corrective action or according |
acceptable falsevarningrate.i is the current time stejollowing equations are used

calculate thé and! parameters of the equati¢d-9 ).

Ty POHS%), 1L T (4-10)
1 | ) 1

DR (%), ! (Zi!! !!)! (X ! (!"#$%)!)“I (4-11)
I ! (Zin !u)l

I (I"#$%),, is the probability of everdt time!,. ! is the window width of thedata set
The window width can be decided according to the time stepsFigure4-8. Once the
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real time probability of the event occurrence excedtss threshold limit, forecast
probability is estimated to annunciate the event warnfnidpe forecasted probability of
eventoccurrence for next time step(! o, !) approachto one, warning will
trigger to inform the operator about the unsafe event condition and if not an alert will be

issued to inform the vulnerable plant state. In both casescaose diagnosis icarried

out.
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Figure 4-8: Moving window linear regression for forecasting

4.4 Step 4: Root-cause analysis

If the event probability exceeds the threshold limit, 1oaise diagnosis is carried out
using the BN backward inference. This is also dasiagthe symptom nodprobabilities

that are updated by real time measuremdrits.ollowing equation is used topdate the
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parent node (roetauses)probabilites giventhe child nodes (symptomgrobabiliies
using Bayes Theorem. It is assumed that eachcagde is independent.
L (I"#3%&' e 1"#$%&H' ) (4-12)

F("#$%&#" |"#$%&' 1) T 1ML
' : |
CoXe o ("HS%&H |"M#E%&' 1) ! I 'RootCause,!

Example4: Considerthe BN presented iffigure 4-9 that represent theot-causesand

variable deviatioa

Figure 4-9: Bayesian Network example 4 network topology

It assumes that all th@ot-causescan influence the symptom variables and conditional
probabilities are known. Then if the probabilities of each symptom are known from the
process measurementhe belief about the failures can be update from BN backward
inference as follows

Updaing the FA rootcause give process deviations

I N N R A R T
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Likewise,! " It 11, 11,1 is also calculated. Theh] !! GRS R

Similarly, 1™ 1,1 1 tifor all True and False of !1(i=2,3) combination are
calculated Next, diagnosic inference probability of faults FB and FC are calculated for
all T andF. However, at real time, probability of the variable deviatiorfi=1,2,3), are
uncertain. To calculate the reaime root-causes probabilitieghe total probabilityis

neecekdto calculate. Following equation present the calculatidRA,

NG Z ! Z ! Z NGNS IR IO

Likewise for faults FB and F@robabilities are calculated.

The poposedmethodology is summarized as follgwthe abnormalevens and the
associated scenarios, symptoms and-caoses, which can take place during the process
operationare identified at the initial stefBN is constuctedto representhe relationship
betweenthe event and associated fact@@respondingo theBN topologypresentedn

Figure 4-5. The onditional probabilitiesthat are neestl to define the quantitative
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relationship of theBN, are determinedby expert knowledge. In ordéo minimize the
number of conditional probabilitiedloisy OR condition is adopted between raatuses
and symptoms andetweenscenarig and evenss using equatio-5. Real time pocess
measurementare used to update thprobabiliies of the symptoms using-6 and 4-7.
According to the symptoms probakg, child nodes of the symptom nodes apxlated

by forward inference using equatidn4 to calculate the probdhy of event occurrence.
Consequently, grent nodes of the symptom nodes are updatebabkward inference
using equation4-12 to calculate the probability of the recduses.According to the
threshold levelwarning is annunciated and possible roatises are displayed in the
warning systemln the next chapter, an experimental application along with a simulation

study, are used to demonstrate the methodology and evaluate its performance.
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S METHODOLOGY TESTING AND APPLICATIONS

Application of the proposed methodology is demonstrated using two case studies. The
first study is based on a level control tarkcess This experimental setup is used to test
and validate the concept. The second casdyss based othe simulation of a complex
jacketed Continuous Stirred Tank Reactor (CSTR) systéns case studgemonstrates

the performance giroposed method.

5.1 Application 1: Level control tank experiment

Figure 5-1: Photograph of the tank level controller set-up
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ank

Storage tank

V-8

Figure 5-2: Diagram of the tank level controller set-up

The level control setip in theProcess Dynamics and Control Laboratory atMieenorial
University is used taexperimentally demonstrate the methodolo§yphotograph of the
tank setup is presented irFigure 5-1. The instrumentation diagrawf the process is
presented irfFigure5-2. There are two flow inlets, one is to supply water (Fo) and the
other is to create disturbance (F@he lottom outlet (F) isused to remove water from
the tank. The inlet flow rate is manipulated using a level contr@l@) (proportionai
integral controller) by adjusting the control valxé-6) to maintain the required level in

the tank.Two process variables, the level ofuid in the tank and the percentage opening
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of the flow control valve, are measuredred time with a samplingnterval of 0.5
secondData were capturednd store from @omputer connected to the control system.
The tank height i9.6m At steady statewater level isat 0.3mwith the flow control

valve openingat 50%.

5.1.1 Identification of event and corresponding scenarios and root-causes

Table 5-1: HAZOP study for level control tank

Variable | Deviation | Consequeces Causes
Overflow of tank High inlet flow (Disturbance 1)
Failure of the level control system
High
Outlet valve blockage (Disturbance !
1| Level Secondary inlet valve failure
Pump Damage High outlet flow
Low Failure of thelevel control system
Tank leakage
_ None Failure of the level control system
Outlet ron Secondary inlet valve failure
2 flow Overflow of tank | Outlet valve blockage (Disturbance |
Low/No
Tank leakage
_ Overflow of tank Failure of the level control system
Inlet ion Pump problem high speed
° flow | Reverse | None Pump mechanical problem
Low/No None Pump failure
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HAZOP studyis carried out to identify potential events that can occur during operation
with the tank. According to theesults of theHAZOP study presented imable5-1, a
signficant abnormalevent hat can occur in the experiment setuphisflooding of the

tank Two process variablethat are monitoredn reaktime in this experimentamely,

the tank level andhe control valve position, are selectedtte flooding event goup.
Hence, thevalve position deviating to the minimum liméndthe level deviating to the
faulty limit are consideredsthe symptoms. Two scenarjaghich influence the flooding
event,arehigh level conditionS1) and controller valve saturatibefore controlling the

level incremen{S2). Identified root causes are presentetiable5-2.

Table 5-2: Tank level controller root-causes for flooding event

"%/ # e S&( Yo
o Z*4%,'9#0%" (*05)&6X&, %5)&6
o[# >)&6($&0%'&)BHE), " (

5.1.2 Development of Bayesian Network

Figure 5-3 presents the Bayesian Netwdik the flooding eventwhich is constructed
according to th@roposednethodology. HHL and HL symptom nodes represent the level
reaching tahe High-High limit andthe High limit, respectively. LV represents thralve

reaching toits minimum opening position. Conditional probabilities are assigned to
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define the casal relationship among parent nodesand their child nodesbased on
process knowledge. Noisy OR is used to defelationships betweenraot-causeanda
symptom andbetween a&cenaricand arevent.

ROOT-CAUSES

SYMPTOMS

SCENARIOS

EVENT

Figure 5-3: Tank level controller Bayesian Network

5.1.3 Real time probability calculation and warning annunciation

Using equationd-6 andequation 47, the symptom node probabilities are updated using
the process measurements. Then, according to the symptora protabilities, two
scenariosre updated by Bifbrward inference. Finally th#ooding event (E) probabiijt

is updatedto check the process conditiomVarning is triggered when the flooding
probability exceeds 0.9 and the forecast flooding probability reaches-inally, root

cause nodeprobabilitiesare updated by BN backward inference.
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5.1.4 Results

The level is the primary variable to monitdhe overflow condition.The secondary
variable level controller opening percentage also gives information about the overflow
condition. Howeverin conventional alarm system, most secondary process variables are
considered as nuisance alarms when detecting abnormal ewelsly deviations of
primary variable are consideredThus the variablebased HigkHigh (HH) level alarm,
which triggers tanform thatthe water level &s exceeded the overflow limig defined

as the conventional alarmio demonstrate the effectiveness of the proposed method, its
performance is compared with the HH level alaFigure 5-4 presents the performance

of the conventional level alarm and the evieased early warning system for disturbance
in the inlet flow. With ths disturbance, the level increases steadily and the contk@ va
moves toward its minimum position to bring the level back to the set point. Unlike the
conventional methodthe proposed method considers bdte level andthe valve
position toestimate the probability afccurrenceof flooding When thevalve openig
reached tats minimum position, theertaintyof the flooding event occurrence increases

In this situation, there is no more control actarailableto prevent the level incase

The proposed warning system triggered before the conventionablavel. In this case,
convenional level alarm triggers at 2&%ndthe proposed warningystem trigges at

18s. Flooding occurs at 24therefore, awection time has increase by 7%4. Time

saving % representsthe percentageincrease in operatorOs aection time with the

68



proposed methowith reference to conventional alarifime saving% is calculated as
follows,

("#S 1" WHIHS%&N"H#$%B& | 1"#S " N"H%H& H#() I"#$ )I |
("#$ 0" NES NN TIHS%&! L IME N IHS0H&' (#() 1MHS ) T

Numerator of the @uation considered thdime difference between thproposed and
conventional systerannunciation Denominator of the equation considére correction
time that theoperator hasf the conventional alarm system is usédthe numerator
increass, the saving from the proposed warring will alsoreaseas the denominator is

a constant.
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Figure 5-4: Real time alarm annunciation for tank Inlet flow disturbance
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Disturbances and failures are introduced to the experimental seaumalizethe ealy
warning capability and roatause diagnosis ability of the proposedthod Table 5-3
presents a comparisdoetweenthe conventional variabkased levelalarm and the

proposed warningystem

For failure of thelevel controller, there was nante saving as the proposed warning
systemacts similar to the conventionalarm. The reason for this is that both alarms
consider only the level variable to trigger the alawith disturbances ithe inflow and

the outflow, both level and controller actiomeasurementfiave deviated fromthe
normal range. Hencehe proposed method was able to detect the event condition earlier
than the conventional alarm as it utilized bs#nsormeasurements to calculate the

probability of the flooding occurrence.

Table 5-3: Tank level controller time-savings

< >&('%H U,B%#"\#.%+ U,B%#"\# U,B%#"\#%+% U,B%#'&+,A
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After thewarningwasannunciatedproposed method was able to diagnose thecqaase
correctly. Figure 5-5 presents the result from the ramuse analysis in the case of

disturbance (FA).
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Figure 5-5: Tank level controller root-cause analysis for case of disturbance
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5.2 Application 2: CSTR model simulation

In the next case study, a simulation based jacketed Continuous Stirred Tank Reactor

(CSTR) is considered. Thastrumentatiordiagram for the CSTRperationis presented

in Figure5-6.

Hear Exchanger 1

QX h
N

To cooling tower

Figure 5-6: CSTR plant and controllers

An irreversible exothermic reaction Al B is assumed to takeg® in the reactor with a
first order kinetics. A temperature controll¢fC) is used to control the reactor

temperature by manipulating the coolant floxalve (V-3). Level controller (LC)
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maintained the level of the reactored&tor outlet valve (A2) is manipulated to vary the
reactor outlet flow rate (FHeat losses are considered negligible and a perfect mixing
condition is assumed. All parameters for the model are taken from litefaturben,
1996) Following are the ordinary differential equatsoand the respective parameters

the CSTR plant,

P |
— H#$ 1 I"E L I'HS

peem "#$% 11,
' "o | -

Pttty

Table 5-4: CSTR model parameters

Steady state values
! 40 NN ! 48 L
I"# 0.5 "t " 0.245 gt
! 600 ! " 549.9 !
" 49.9 NN " 530 !
Parameter values
, |3.85 L | | 7.08*10° 1t
! 30000 | !I"g 1My ! 1.99 Btu! 1" 11"# 11
! 150 g It I 250 N
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To demonstrate the methodology, the Matlab software is used to build a plant model.
Simulink model is presented in the appenddifferent rootcauses are simulated to
generate data. Ten variables that are listeBainle 5-5 are measured in real time with a
samplingtime of 1 second. Concentrations of the reactamésnotmeasured. At steady
state, temperature of the reactor is aP@@and the level is at 3.&1fThe corresponding

temperature control valve position is at 25% and level control valve position is at 50%.

Table 5-5: Measuring variables in CSTR

0&),&-.% Z%'>),I1<," ¢

W 8"23"#%, " (&5(%="("H#$%&'

Gt 7"") (B5(%="("#$%&
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9"# >)&6(HY%" (&5("H#$%H0%(f05)&6
Ung 8"23"#%, " (&5($&&)#0%(*05)&6
o 18.&)#0%(5)&86(§%"
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5.2.1 Identification of event and corresponding scenarios and root-causes

According to the HAZOP studythe runaway reaction and the overflow (flooding)
conditionare selected as significant abnornelerts that are needed to mamitin real

time. So the warning system consists of (i) runaway reaction warning and (ii) flooding
warning. The mutual information between the event and the process variables are
calculated to identify the key variables that have high information about esecti.
Details about the variable allocation methodology and the results on grouping process
variable for both the runaway event and the flooding event for the CSTR similatien

been discussed in Chapter 3 armh also be found in Dalpatadu et alDalpatadu,
Ahmed, & Khan, 2013)Five key variables (T, FJo, TJo, TV and TJ) are selected for the
runaway event group and 4 iables (L, F, Fo, LV) are selected for the flooding event
group. From the grouped process variablescénarios are identified that influence the
runaway event and 5 scenarios are identified e flooding event. Scenarios

corresponhg to the runaway\ent are presented rable5-6.

Table 5-6: Scenarios corresponding to runaway event of CSTR

I"*0h #  X>%A&Y

UR I"H$%& (%" 23" H#%, "(H#S=0<(%&(%="(",0#6#1(%"23"#%, " ([2*%

UK 8"23"#06," ($&0%'&))" (4#%, HY%*&O(HY6("HSY6& (=*<=(%"R3"#%, "

U7 1&8)H0%(5)&B6( %" (-"$" HA*0< (HYo("HS%& (=*<=(%"23"#%, "

UE 18.8)H0%(%" 23" #%, " (*A4" (1B HSYo &L <=Y6" 23" #%," (

UK 18.8)#0%(&,%65)&6/(%"23" #%, " (*4"(,3(6*%=&, % (" #$%& ' (%" 23 " QY
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Table 5-7 presents the identified reotauses that can influence the process variables to

deviate from the respeet normal operating range cause the riaway event

Table 5-7: Root-causes for CSTR runaway condition

"0 # e S& (Y%
0@ 8"23"#%, " ($&0%'&)) TH#*),"(
o[# 8"23"#%, " (4"04&. (54*),"(
oKt 18.&)H0%(3, 23F#)," (

oz# 18.&)*0<(%&6"BH*),"(

9Gt > (259%™ B#*),"(

5.2.2 Development of Bayesian Network

According to themethodology presented in sectior?4£, the BN topology is developed
for both of the eventskigure 5-7 presentsthe BN structure for the runaway event.
Symptom nodes, HHT and HT, represent the temperature reachiveHimh-High limit

and the High limit, respectively Other symptom nodes represent tberesponding
measurd values reaching to respae limits. Event node, E1, is the runaway occurrence
node. Allthe conditional probabilities are assigned basegmtessknowledge. Noisy
OR is used to define the conditional probabilities betweenaaateandsymptom nodes
andbetweenscenarioand event nodesThe use of the Noisy OR redudé® number of
conditional probabilities from92to 30 between roetauss and symptorg and from32

to 5 between scenarios attie runawayevent.
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Figure 5-7: Bayesian Network topology for CSTR runaway event

5.2.3 Real time probability calculation and warning annunciation

Noisy procesglata from the CSTR model are send through a moving average filter to
reduce the effect oimneasurement noise. Then, the filtered psscdata are used to
calculate the probability of deviation die process variabtefrom their corresponding
steady state to the faulty limit. These probabilities are usettheasvidences in the
Bayesian Network to update the symptom nodes. Scenarios ravdk event node
probabilities are calculated using BN forward infereriReot-cause nodes are updated
using BN backward inference at each time step. If the probability of an event exceeds 0.9
and the forecasted probability reaches 1, then, the proposedngvasystem will

annunciate aarning
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5.2.4 Results

Performances of the conventional alarm and the proposed method are comopared
demonstrate the advantages of the proposed algoriflemperature is the primary
process variable to monitor the runawaaction. Hence, anventionalvariablebased
alarmrefers tothe HighHigh temperature alarm that infosrthe operator abowd high
temperature state. Conventional alarm triggers when reactor temperature exce¥@s 74.5
Different rootcauss can cause thelant stateto move from a steady state to an
undesirable event stat®ifferent rootcauses are introduced to the simulated CSTR
model to analze the proposed warnirgystemOs capability of early warning and-root
cause diagnosis. IRigure 5-8, the first plot presents the performance of varididsed
temperature alarm antthe second plot presents the ewdased early warninfpr the
runaway eventln this case, failre in the cooling tower is considered. With the cooling
tower failure, temperature of the inlet coolant increases and it reduces the heat removal
ability of the cooling jacket. Therefore, reactor temperature rises from its steady state
valueand subsequdly leadsto a runaway reaction. Conventional temperature alarm was
able to deect HighHigh temperature at 3&n. The proposed method was able to detect
the runaway event at 34 min, which saved 4 min. This is a significant saving as the
reactor rached taunaway condition at 4#in. OperatorOs o@rction time has increased

by 66.8%6 with the proposed method. Also, the variddesed alarm system issued four

alarms that are T, Tjo, TJ and VT, in which T is the primary variable and others are
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secondary varldes. But proposedvarning system annunciates only one event alarm.

Rootcause is diagnosedrectly by the proposed system

Reactor Temperature
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Figure 5-8: Probability of event occurrence prediction for cooling tower failure
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Table5-8 presents the time saving for five diféat rootcauses. In the case ajrdroller
failure, there isno saving as inthis caseonly the temperaturas usedas a variabldor
annunciationof warning In the case of sensor failure, temperature alarm cannot detect
the runaway condition. However, the proposed method detects the situation by utilizing

other variablesConsiderabldime savingwasachieved
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Table 5-8: CSTR runaway event time-savings for different root-causes
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The proposed warning system is capaifldiagnosing each roatauseaccuratelyFigure

5-9 presents the diagnosis of feeding system failure, which led to an increase in the
reactant inflow concentration. The figgbt presents the probability of the runawagey
occurrence. The esond plot presents roetause diagnosis probability. From BN
backward inference, proposed method detects thatathee has occurred in the feed

mixture (FE).
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Figure 5-9: Root-cause diagnosis-feed controller failure

5.3 Discussion

The unique feature of the proposed method is to provide early warning of an abnormal
event in real time. Conventional variallased alarm system depends on the deviation of
the primary variables to detect major abnormal condgid@perators do not try to assess

the relationship of the secondary variables with the primary vasiablerefore, the

early warning capabilityof the variablebased alarm systems limited. The proposed
warning system utilizes multiple process measurements to detect an abnormal event.

Hence, this methoghowed significant early warning capability compared with the
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conventimal variablebased alarm systeim both experimental andnsulation studiegor

different rootcauses.

Since Bayesian Network is used to develop a model to define the relationship of
abnormal evetand the corresponding factpdevelopment of the network topology and
defining conditional probabilities are doél steps.Methodology haseenproposedto
define a generic structure for Bayesian Network topologlsing the methodology
development of the structure for botlthe CSTRand the tank process for different
abnormal evestwas very efficient. Conditional rpbability requirementfor the tank
process is veryjow as it is a very simple process with two process measurements.
However, CSTR is a complex process and the BiNaio many child nodes, which are
influenced by many parent nodes. Hence the number oflitcomal probability
requirement is very high. With the Noisy OR algorithm, resmient of conditional
probabilitiesreduced significantly. Therefotbe Noisy ORs very useful when defining

conditional probabilitieor the CSTR process.

Other unique dature of the proposed warning systenitssability to detect abnormal
evens in case of dailure of the primary variable sensor. Plant operators tend to give
more attention for primary process variables than the secondary process variables. Also if
the primary variables are not deviatirtgeyondther threshold limis, operatorsmay

ignore the other variables. However, if the primary variable senssrthehthe operator

83



will not be able to diagnose the real situation and pg&jormwrong corrective etion.
However,the proposed methodtilizes the process information of bothe primary and
the secondary variables. Hence, in the CSRT simulation case study, for both runway and
flooding event, the proposed warning system was able to detect the abnormal event even

when theprimary process variable sengailed.

Another advantage of the proposgdtem isits ability to perform rootcause analysis
using real time sensor dat&or both case studies, the root caused anadjgrithm
correctly identified the main causef the deviatios. This feature is very useful if the
process plant is very corgx or the operators have limited knowledge about the process

and the abnormal conditions.

In the conventional variableased alarm systerseveralalarmsare triggered to inform

the same plant state. With the proposed warning system, onlyasnangis triggeredfor

an event For example, cooling tower failun@ the CSTR case studytriggered four
process alarm# the conventional alarm systermhe poposedmethodreduced four
variablebased alarms to one event alarm without compromising the abilggrform a
root-cause analysis. Thus this warning system can be used as an alarm reduction method
to reduce alarm floodingAlso a minor disturbancgavith less influenceo leadthe plant

to an abnormal event, may trigger many secongangess variable aims However,

thesenuisancelarns can be reduced with the proposed methodology
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6 CONCLUSION AND FUTURE WORK

This thesis proposesmethodology to desigan eventbasedearly warningsystemas an
alternative to the current alarm systems used in plant operatarsings are issued
based on the estimated probability of an evBaesian Ntwork is used to define the
relationshipbetweenan abnormal event andorrespondingsymptoms, scenaripgnd
root-causedo calculate the probability ain evenbccurrenceThe same network is also
used todiagnog the rootcauses of the eventAn experimentatase studysinga tank
level processwas carried outo demonstrate the efficacy of the prombsmethod.
Simulation study using the model of a continuous stirred tank reactor (G&ERarried

outto demonstrate the performance of the algorithm.

¥ The ceveloped everbased early warning system shows significant early warning
capabilites compared wth the conventional variableased alarm systemvhen
detecting abnormal events

¥ This method haghe capability to identify the roetauses of an evensing real
time sensor measurements

¥ The presented study has shown tRhayesian Network can be easdgopted to
design the early warning system using the proposedigaretwork structte and
usingtheNoisy OR algorithm.

¥ By assigningwarningsto events, the methodology will result in significantly

lower number of alarms compared to the varidd@deed arm systemduring an
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abnormal conditionThus the proposedvarningsystem can be used as an alarm

reduction method to reduce alarm flooding.

6.1 Future work

The proposed method could be extended to ab@sled warning system lmalculaing
the real time riskinvolved in the process operatioli there are two or more event
conditionspropagating ima processan appropriate way to prioritize the evemairnings
will be by calculating the individual risk of each event in real time conditi@rsk-based

approachs more effective in process alarm management.

In order to calculate the risthe methodology to estimate the probability of events should

be integrated with algorithms to evaluate the consequences of e¥audls. abnormal
eventhasdifferent magnitudef severity. Hencea methodology is needed to calculate the
severity in real time. Deviation of process variable related to each event can be integrated

to developsuch anethodology.

The mainconcern of this study was the false alarm reduction. In aoderinimize false
alarms, this research has proposed noise filtration and moving window linear regression.
However it is required to investigate other methditht canbe integratel with this

methodology to reduce false alarms.

In the proposedmethodolog, expert knowledge is used to define the conditional

probabilities of the Bayesian Network. However, if it is possible to acquire enough
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historical data, which are classifietcording todifferent abnormal evewst Bayesian
network learning algorithm cabe used to learn the conditional probabilities of the

network.

Finally, it is importantto test this methodology with a real complex process system to

identify further limitation.
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8 APPENDIX

APPENDIX A: Variable allocation for event-base group
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Figure 10: CSTR Matllab/Simulink model
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2. Mutual information gain results of each abnormla event
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Figure 8-12: Mutual information gain between runaway event and each process variable
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Figure 8-13: Mutual information gain between low quality operation event and each process variable
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Figure 8-14: Mutual information gain between flooding event and each process variable
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3. Cross correlation analysis results for each abnormal event
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Figure 8-15: Correlation distance between variable at runaway event

98



Figure 8-16: Correlation distance between variable at low quality operation event
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APPENDIX B: Early warning system designing

4. Tank level control process: Bayesian Network conditional probabiilty tables

FA FB HHL HL LV
1
1
0
0
HL Iv 52
1 1 1
1 0 0
HHL 0 1 0
1 0 0 0
0
S1 52 E
1 1 1
1 0 1
0 1 0.7
0 0 0

Figure 8-18: Conditional probability tables of tank level control operation
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5. Tank level control process: Alarm annunciation result for different root causes
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Figure 8-19: Warning annunciation of the inlet flow valve failure (High inlet flow rate)

102



Tank liquid level

60 T ::-L-—'—’
e ——
E 40 .___/——-—————— -
v
T 20} -
g
0 2 A 2
0 4 6 10 12
Time (s)
100 Contrc:l valve openm_ng .
-
o
£ 50p .
c
[ —
v
&
0 2 s 2
0 4 .6 10 12
Time (s)
N Probability of flood] _
P(Flood)
P ® P(llood)
§ 05 -
fre)
a
0o . . .
0 4 10 12

Figure 8-20: Warning annunciation of outlet flow valve failure (Low outlet flow rate)
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Figure 8-21: Warning annunciation of the level controller failure
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6. Tank level control process: Root cause analysis
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Figure 8-22: Root-cause analysis for disturbance
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Figure 8-23: Root-cause analysis for level controller failure
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7. CSTR HAZOP study table

Table 8-1: HAZOP study for CSTR

Variable | Deviation | Consequences Causes
1/ FJ No Runaway reaction Temperature controllefailure
Off quality product Temperature sensor failure
Plug pipe line
Reverse | Runaway reaction Backflow due to high back pressure
Off quality product Coolant pumgailure
More Off quality product Temperature controllefailure
Coolant pump failure
As well as| None Contamination of water supply
Low Runaway reaction Temperature controllefailure
Partially plug line
Temperature sensdailure
Cooling pumgailure
2| TJo | High Runway reaction Cooling tower failure
3| Cao | High Runaway reaction Feeder mixture system failure
Off quality product Feed flow controller failure
Low Off quality product Feeder mixture system failure
41 To High High reactor temperatur¢ Feed heater failure
5(T High Runaway reaction Temperature controller failure
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Low Off quality product Temperature sensor failure
6|L High Overflow of reactor Feeding pump failure
Failure of the level contradystem
Outlet valve blockage
Level sensor failure
Low None identified High outlet flow
Failure of the level control system
Tank leakage
7| F High None identified Level controllerfailure
Level sensor failure
Low/No | Overflow of reactor Outlet valve blockage
Level controllerfailure
Level sensor failure
Tank leakage
8| Fo High Overflow of reactor Feed flow controller failure
Reverse | None identified Pump mechanical problem
Low/No | None identified Pump failure
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Figure 8-24: Runaway and flooding event network for CSTR operation
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9. CSTR runaway event conditional tables

Table 8-2 : Runaway Event - Individual inference of root-causes to symptoms

FA | FB FC |FD | FE

HHT | 0.95| 0.005| 0.95| 0.95| 0.95
HT [0.99|0.01 | 0.99]|0.99|0.99
TV 10.01]0.01 | 0.99|0.99| 0.99
FJ (0.01{0.01 |0.99|0.01|0.01
TJo | 0.01]0.01 | 0.01]0.99|0.01
TJ 0.99|0.99 | 0.99|0.99| 0.01

Table 8-3: Runaway event - CPT between symptoms and scenarios

HHT | S1 HT | TV |S2 HT |FJ | S3

1 1 1 1 1 1 1 1

0 0 1 0 0 1 0 0
0 1 0 0 1 0
0 0 0 0 0 0

HT | TJo|S4 HHT [T | S5

1 1 1 1 1 0

1 0 0 1 0 0

0 1 0 0 1 1

0 0 0 0 0 0

Table 8-4: Runaway Event- Individual inference of scenario nodes and event node

S1 |S2 |S3 |[S4 | S5
E |1 0710505 |1
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Table 8-5: Conditional probability table of scenarios and event for runaway event

PE=1| S5, S4, S3, S2,S1Pa,h,1,j,k1)

P(:,:,1,1,1,1) =
0.9993 0.9987
0.9992 0.9985

P(:,:,2,1,1,1) =
0.9987 0.9973
0.9985 0.9970

P(,51,2,1,1) =
0.9978 0.9955
0.9975 0.9950

P(,,2,2,1,1) =
0.9955 0.9910
0.9950 0.9900

P(,5,1,1,2,1) =
0.9325 0.8650
0.9250 0.8500

P(,5,2,1,2,1) =
0.8650 0.7300
0.8500 0.7000

P(,5,1,1,2,2) =
0.0675 0.1350
0.0750 0.1500

P(,:,2,1,2,2) =
0.1350 0.2700
0.1500 0.3000

P(:,:,1,2,2,1) =
0.7750 0.5500
0.7500 0.5000

P(:,:,2,2,2,1) =
0.5500 0.1000
0.5000 0

P(:,:,1,1,1,2) =
0.0007 0.0014
0.0008 0.0015

P(,,2,1,1,2) =
0.0014 0.0027
0.0015 0.0030

P(,5,1,2,1,2) =
0.0023 0.0045
0.0025 0.0050

P(,:,2,2,1,2) =
0.0045 0.0090
0.0050 0.0100

P(:,:,1,2,2,2) =
0.2250 0.4500
0.2500 0.5000

P(:,:,2,2,2,2) =
0.4500 0.9000
0.5000 1.0000
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10. CSTR runaway event probability calculation and warning annunciation
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Figure 8-25: Warning annunciation for temperature sensor failure
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Figure 8-26: Warning annunciation for temperature controller failure
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Figure 8-27: Warning annunciation for cooling tower failure
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Figure 8-28: Warning annunciation for coolant pump failure
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Figure 8-29: Warning annunciation reactant feeding mixture failure
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11. CSTR runaway event root-cause analysis
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Figure 8-30: Temperature sensor failure root-cause analysis
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Figure 8-31: Temperature controller failure root-cause analysis
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Figure 8-32: Cooling tower failure root-cause analysis
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Figure 8-33: Coolant pump failure root-cause analysis
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Figure 8-34: Reactant feeding system failure root-cause analysis
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