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Abstract

Verification of integrity and icity of i ion is a prime i in

computer networks. In open networks such as the Internet, a strong mechanism to provide
these security services is essential. With the introduction of Internet Protocol Security
(IPSEC), the need has arisen to have a simple, efficient and widely available Message

Authentication Code (MAC) mechanism. The standard approach for message

in Internet ications has been based on the use of cryptographic hash

functions such as Secure Hash Algorithm-1 (SHA-1) and Message Digest 5 (MDS5). The

wide availability of software i i i in software and freedom of
license and export restrictions are some of the reasons for adoption of hash-based MACs
or HMACs. In high-speed network applications hardware encryption and authentication
have become essential to meet the performance requirements. Field Programmable Gate
Arrays (FPGAs) are an attractive option because they are capable of providing the

required speed, algorithm agility and flexibility of dynamic system evolution. When these

factors are considered, FPGA devices are a isil ive for i
cryptographic algorithms.

In this research, FPGA implementations of MDS5, SHA-1 and HMAC using SHA-
1 as the basis hash algoritim have been carried out. MD5 and SHA-1 have been
implemented using an iterative and full loop unrolled architectures. The target device has
been selected as the XILINX Virtex series FPGA. Performance analysis in terms of
hardware utilization and speed are executed. Different design optimization techniques are

also discussed.



The Internet is one of the main areas of application of cryptographic hash

functions and the size of the message has a idi impact on the of

these algorithms. Hence the performance of HMAC both in hardware and software are
investigated using four Internet traffic models. The same analysis is performed on CBC-
MAC-AES for performance comparison.

Due to the sequential nature of the structure of these algorithms, it is difficult to
make them fast enough to ensure suitability for very high-speed applications. Therefore

some alternative methods have to be i i for high-speed icati One of the

proposed algorithms based on universal hashing, the Universal Message Authentication
Code (UMAC), is analyzed for its hardware performance. Finally the conclusion and

recommendations for future research are presented.
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Chapter 1

Introduction

The signi of i ion and ications systems for society and the

global economy is intensifying with the increasing value and quantity of data that is
transmitted and stored on those systems. At the same time those systems and data are also

increasingly vulnerable to a variety of threats, such as unauthorized access and use,

and i As well, the system vulnerability has been
increased due to proliferation of computers, increased computer power, interconnectivity,
decentralization, growth of networks and number of users and also the convergence of

and

Cryptology is the term which describes the whole meaning of secret
communications. This has been originated from the Greek meanings “hidden” and
“word”. Cryptology can be divided into two subfields: cryptography and cryptanalysis
[1]. The cryptographer finds the ways to ensure secrecy and/or authenticity of messages.
The cryptanalyst seeks to break that secrecy and/or authenticity by attacking a cipher or
by forging coded signals that would be accepted as authentic. Cryptography is an

important of secure icati systems and a variety of applications

have been ped that incorp cr ic methods to provide data security.

Security of information and communications systems involves the assurance of the



integrity, icity and availability of those systems and the data that is
transmitted and stored on them.

The widespread use of cryptography raises a number of important issues.
Governments have many services engaged in the use of cryptography, including

protecting the privacy rights of people and izati ilitating i ion and

communications systems security, encouraging economic well-being by, in part,

public safety, enabling the enforcement of
laws and the protection of national security, among others. Traditionally, cryptography
was most often used by governments. However in recent years cryptography has become
an important issue among individuals and businesses as it has become more accessible
and more affordable [2]. The explosive growth in computer systems and their
interconnections via networks have greatly influenced today’s human life. The storing
and communicating of information using these systems have become an essential part of
our lives. As a result there is a growing awareness of the necessity for information
security.

In information security, message authentication and integrity are essential
techniques to verify that received messages come from the alleged source and have not

been altered during the transit. These techniques may also be useful to verify sequencing,

and to provide iation. A key element of authentication schemes is
the use of a message authentication code (MAC). One technique to produce a MAC is
based on using a cryptographic hash function, which is referred to as Hash based

Message Authentication Code (HMAC) [3]. The most popular cryptographic hash



functions are the Message Digest 5 (MD5) [3], which was proposed by Ron Rivest, and
the Secure Hash Algorithm-1 (SHA-1), which has been certified by the National Institute
of Standards and Technology (NIST).

There is a high demand for high quality products and expertise in the field of
information security. Recently very high bandwidth networking technologies such as
ATM and Gigabit Ethernet are becoming more prevalent. Network applications such as
virtual private networks (VPNs) need high-speed cryptographic algorithms to match these

new high-speed networks [S].

1.1 Motivation

Internet Protocol Security (IPSEC) [6] is one of the key security standards that
provides security services at the IP layer by enabling a system to select required security
protocols, determine the algorithm(s) to use for the service(s), and put in place any
cryptographic keys required to provide the requested services [6]. IPSEC offers a secure
communications across Local Area Networks (LANS), private and public Wide Area
Networks (WANs) and the Internet. By employing IPSEC tunnel mode operation, a
company can build a secure VPN over the Internet or through a public WAN [7]. IPSEC
provides an open framework for implementing industry-standard algorithms. The
algorithms employed for MAC value calculation are specified by the security association
(SA). Keyed message authentication codes based on symmetric encryption algorithms or
one-way hash functions such as MD5 [4] or SHA-1 [8] have both been specified for

IPSEC i ions must support hash based message authentication




codes with MD5 (HMAC-MD5-96) [9] and SHA-1 (HMAC-SHA-1-96) [10]. The
algorithm details and the issues in hardware implementation of MDS5, SHA-1 and
HMAC-SHA-1 are discussed in Chapters 2 and 6 respectively.

In all these applications the performance of IPSEC processing is a crucial issue as

cryptographic operations, in general, cause a fora In high-speed

routers and other networking equipment that apply IPSEC to aggregated traffic, hardware
encryption and authentication is almost essential to meet performance objectives [11].
For some applications such equipment may have to handle a large number of security

associations and hence key agility and algorithm agility become important issues. There

is an increasing interest in high-speed cr; ig for IPSEC
such as VPNs. Most of the available products are microprocessor based cryptographic

They the i intensive i of encryption and

authentication. Hence the study of the performance of hardware implementation of

algorithms, especially using logic devices such as Field
Programmable Gate Arrays (FPGAs), has become a timely and important field of

research.

1.2 Objective of the Thesis

The objective of the thesis is the performance analysis of the hardware

of the icati i which are widely used in Internet
protocol security. The hardware utilization and timing analysis with respect to a high-end

field programmable gate array device are studied using several possible optimization



hni The potential th of the impl ions are analyzed in the context
of traffic characteristics of the Internet. This is done using four traffic models which have

different degrees of accuracy.

1.3  Thesis Outline

The thesis consists of 7 chapters. Chapter 2 gives the background of the research
and the literature review of the previous research, which are related to this study. Chapter
3 discusses the design environment and implementation choices, which are used for the
research. The implementation details and results are discussed in Chapter 4. In Chapter 5
the Internet traffic modeling that was used to analyze HMAC algorithm is discussed. The
new approach in message authentication is discussed in Chapter 6. Finally in Chapter 7,

conclusions and future work are presented.



Chapter 2

Background of Study and Previous Research

In this chapter the background of the research and some of the key areas of
application are discussed. Hash algorithms are widely used in Internet security to provide
message authentication. In fact the Internet has become one of the main areas of

of cr; ic hash i Hence at the inning of the chapter, the

protocol used in Internet security is briefly described. Various studies have been carried
out in the areas of cryptographic hash functions, message authentication codes and

hardware i i of cr i i Some of these studies are

discussed in the subsequent chapters.

2.1 Internet Protocol Security (IPSEC)

IPSEC [6] is one of the key technologies for providing security as a foundation
network service [12]. It is the security standard defined by Internet Engineering Task
Force (IETF) for IP network layer security. According to [6], IPSEC provides security
services at the IP layer by enabling a system to select required security protocols,
determine the algorithm(s) to use for the service(s), and put in place a cryptographic
technique to provide the requested services. The key services used to protect against the

threats are confidentiality, integrity and authentication. IPSEC allows for end-to-end



encryption and authentication making TCP/IP communications secure for use in both
public and private networks. The IP layer of the TCP/IP protocol architecture has been
chosen as a place to operate IPSEC.

The security services offered by IPSEC include access control, connectionless

integrity, data origin icati ion against replays, iality and limited

flow confidentiality. These services are provided at the IP layer offering protection for IP
and /or upper layer protocols such as TCP, UDP, ICMP and so on. These objectives are
achieved through the use of two traffic security protocols - the Authentication Header

(AH) [13] and the Encapsulating Security Protocol (ESP) [6] - and through the use of

cr ic key and protocols. AH provides connectionless
integrity, data authentication and anti-replay services. ESP provides confidentiality,

limited traffic flow iality and/or i integrity. It opti provides

data authentication and anti-replay services as well [6]. Both AH and ESP provide access

control based on the distribution of cr ic keys and of traffic flows

relative to these security protocols. Both may be applied alone or in combination with
each other to provide a desired set of services in Internet standards, IPv4 [14] and IPv6

[15].

2.1.1 Security Associations (SA)
This is a key concept fundamental to IPSEC. An SA is a one-way relationship
between a sender and a receiver that affords security services to the traffic carried [16].

This is uniquely identified by a triple consisting of a Security Parameter Index (SPI), the



IP destination address and the security protocol (AH/ESP) identifier. Each IPSEC
connection can provide encryption and integrity/authentication, or both. When the
security service is determined, the two parties must determine which algorithms to use
(e.g. DES or IDEA for encryption; MDS or SHA-1 for authentication) [12]. Then they
must share session keys. SAs are used to manage this information. To ensure
interoperability and for providing management capability, some external aspects of
IPSEC processing are standardized. Hence a nominal model has been described in terms
of two databases: the Security Policy Database (SPD) and Security Association Database
(SAD) [6]. The former specifies the policies that determine the disposition of all IP traffic
inbound or outbound from a host or security gateway IP implementation. The latter

database contains parameters that are associated with each security association.

2.1.2 IPSEC Packets

IPSEC defines a new set of headers to be added to IP datagrams: IP
Authentication Header (AH) [13] and IP Encapsulating Security Payload (ESP) [17].
These new headers are placed after the IP header and before the layer 4 protocol (TCP or
UDP). These two can be used in two modes: transport and tunnel modes. In transport
mode the protocols provide protection mainly for upper layer protocols. Hence the
protection extends to the IP payload. In tunnel mode the protocols are applied to tunneled

1P packets, which become the payload in a new IP packet.



Authentication Header (AH)

The AH format is given in Figure 1 [13].

Bito  Bits Bit 16 Bit 31
Next Payload
header | length

Security Parameter Index (SPI)
Sequence Number

Authentication Data
(MAC/ICV)
(Variable length)

Figure 1. IPSEC Authentication Header Format

This header when added to an IP datagram ensures connectionless integrity and
authenticity of the data and optionally protection against replays. This enables an end
system or metwork device to authenticate the user or application and filter traffic
accordingly. It prevents the address spoofing attacks as well. In this format the next
header identifies the type of the next payload after authentication header. Payload length
specifies the length of AH in 32-bit words minus 2. SPI is used to identify the SA for the
datagram. Sequence number can be used as an anti replay service. Authentication data is
a variable length field that contains the MAC or Integrity Check Value (ICV) for this
packet. This field must be a multiple of 32-bits in length. The ICV or MAC value is
computed as a function of the IP datagram and the secret authentication keying material,
which is part of the SA. Only the sender and receiver know the secret keying material. If

the authentication value is valid the data has come from the other party of the SA [6].



Encapsulating Security Payload (ESP)

ESP provides confidentiality and integrity services to IP datagrams. It may also

provide limited traffic flow iality, data origin

integrity and anti replay-service for IP ing upon the i

and header use mode (tunnel or transport). Limited traffic flow confidentiality requires
selection of tunnel mode, and the encryption occurs only between an external host and
the security gateway or between two security gateways. This relieves the hosts on the
internal network of the processing burden of encryption and simplifies the key
distribution task by reducing the number of keys. Hence it thwarts traffic analysis based
on ultimate destination. The set of services provided depends on options selected.

Confidentiality may be selected independent of all other services but the use of

without i i ication may be subject to certain forms of active
attacks. Data origin authentication and connectionless integrity are joint services and are
offered as optional services. The anti replay-service may be selected only if data origin
authentication is selected. The ESP header is inserted after the IP header and before the
upper layer protocol header (transport mode) or before an encapsulated IP header (tunnel
mode). The ESP header format is given in Figure 2. Most of the fields have similar
purposes as mentioned under AH. The payload data is a variable field, which is the
transport level segment or IP packet protected by encryption. The padding field is used to
expand the plaintext, to conceal the actual length, or for any other alignments required by
the ESP format. The Authentication Data is a variable length field that gives the MAC

computed over the ESP packet minus the authentication data field.



Bito 8 16 24 31

Security Parameter Index (SPI)

Sequence Number

Payload (Variable)

Padding

5 bytes)

Next
| Pad length |
Data (Variable)

Figure 2. IPSEC ESP header format

2.2 Hash Functions

Some important algorithms and techniques resulting from various studies related
to hash functions and message authentication codes are discussed in the following

sections.

2.2.1 Properties of Hash Functions

A hash function is a mathematical function that maps values from a large (or very
large) domain into a smaller range, and that reduces a potentially long message into a
"message digest" or "hash value". It provides a fast method of storing information in and
retrieving from large databases. Hash functions are used in implementing associative
memories and error correction as well. With the advent of public key cryptography and

digital signature schemes, cryptographic hash functions have gained more attention in



their role of providing authenticity for a message. A "good" hash function is one that
results in a set of values that are evenly (and randomly) distributed over the range [18]. In
order to avoid the possible attacks, a hash function used for cryptographic purposes
should have several properties [19]:

e Weakly collision-free: Let M be a message. A hash function H is weakly

llision-free for M if it is i infeasible to find a message M’ # M

such that H (M%) = H (M).

Strongly collision free: A hash function H is strongly collision-free if it is
computationally infeasible to find messages M and Msuch that M M and H (M)

=HM).

One-way property: A hash function is one-way if, given a message digest Z, it is

computationally infeasible to find a message M such that H (M) = Z.

The input can be of any length and output has a fixed length.

The hash function H is relatively easy to compute for any given M.

2.2.2 Digital Signatures

‘We now briefly describe one of the principle cryptographic applications of hash
functions. Sometimes it is required to verify the origin of a document, the identity of the
sender, the time and date a document was sent and/or signed, the identity of a computer
or user, and so on. A digital signature is a cryptographic means through which many of
these may be verified. The digital signature can be computed using the Digital Signature

Algorithm (DSA) [20] and a set of parameters such that the identity of the signatory and



integrity of the data can be verified. The DSA provides the capability to generate and
verify signatures. Signature generation makes use of a private key to generate a digital
signature. Signature verification makes use of a public key, which is related to, but is not
the same as, the private key. Each user possesses a private and public key pair. In general
public keys are assumed to be known to the public. Private keys are never shared.
Anyone can verify the signature of a user by employing that user's public key. Signature
generation can be performed only by the possessor of the user's private key. A
cryptographic hash function is used in the signature generation process to obtain a

compressed version of data, called a message digest (Figure 3).

Signature generation Signature verification
Cryptographic Cryptographic
Hash Function Hash Function
Digital "
. Private Key  Signature i Public Key
DSA sign DSA verify
operation < operation <

Digital Signature Verification
(Yes / No)

I

Figure 3. Cryptographic hash functions in digital signature scheme



The message digest is then input to the DSA to generate the digital signature. The digital
signature is sent to the intended verifier along with the signed data (often called the
message). The verifier of the message and signature verifies the signature by using the
sender's public key. The same hash function must also be used in the verification process
[21].

2.2.3 General Approaches to Hash Function Construction

Many have di a number of i to develop hash
functions. We now describe some of the approaches of constructing hash functions.
Hash function based on block ciphers

This is an effort to build hash functions on the existing block ciphers rather than
constructing them from scratch. The encryption of plaintext X with key K will be denoted
with E (K, X). The size of the plaintext and ciphertext in bits is denoted with  and the
size of the key size in bits is denoted with k. The argument of the iterated hash function is
divided into ¢ blocks X; through X,. If the total length is not a multiple of n, the argument
has to be padded with some accepted padding rule. If the round function is denoted by f;
the hash function H can be described as follows:

Hi=f (X Hi) i

where, Ho is Initial Value (IV), specified with the scheme and H, represents the hash
code.

The general construction for the round function of the hash functions is shown in
Figure 4. For simplicity it is assumed that k = n. The block cipher has two inputs: the key

K and the plaintext P and the output C. The inputs P and K can be selected from one of



the four values: X;, Hi.;, X; @ Hy.,, and a constant value V. It is also possible to modify
with feed forwarding (FF) the output C by XOR of one of these values. Preneel shows
that these possibilities yield 4? = 64 different schemes [22]. He also shows that, only 12

of these schemes are secure.

V, X,, Hiy, Xi® Hiy

Figure 4. General model for round function of block cipher based hash function
Hash functions based on modular arithmetic
Two important hard problems in number theory, factorization and the discrete
logarithm, are used to build these hash functions. These can have variable digest length
depending on the size of the modulus [23]. The purpose of deploying modular arithmetic
is to save on implementation cost by using existing cryptographic systems such as RSA
public key cryptosystem [24]. Due to their various weaknesses, these kinds of hash

functions are not popular in today’s cryptographic applications.

Dedicated Hash Functions
While many hash functions are based on existing security mechanisms such as

block ciphers or modular schemes, performance critical applications require the use of



functions designed for explicit use of hashing. These are called dedicated or customized
hash functions [25]. Dedicated hash functions tend to be fast, achieving a considerable
advantage over algorithms that are based on other techniques. These hash functions are
not provably secure, as they are not based on a hard problem such as factorization. But
most of them are computationally secure. Message Digest (MD)-family hash functions
fall into this category, which were proposed by RSA Data Security Inc. These are
iterative hash functions based on a compression function with fixed size input. The
compression function consists of operations such as modular 2*? addition, rotation and
permutation, which can be easily performed either in software or hardware. MD4 [26] is
an early example of a popular hash function with such a dedicated design. Although MD4
is no longer considered secure for most cryptographic applications, most new dedicated
hash functions make use of the same design principles as MD4 in strengthened versions.

Their strength varies ing on the ig or inati of

employed in their design. Some of the popular dedicated hash functions in current use

include MDS, SHA-1, RIPEMD-160 and HAVAL.

Other Approaches

Hash functions based on the Knapsack problem and Cellular Automata are some
other approaches. Since hash functions never have to be inverted, completely random
generated knapsacks can be used for their construction. Two examples of the hash
functions based on the Knapsack problem are hash functions based on additive knapsacks

and multiplicative knapsacks. [27] But it has been proven that these can be broken [28].



‘Wolfram has suggested a random sequence generator using cellular automata [29]. Using
this pseudo random generator Daeman et al. suggested a hash function called “cellhash”
[30] in which the hash result of a message M of length n is computed in two phases. In
the first phase the message is extended with minimum number of zeros so that its length
in bits is at least 248 or congruent to 24 mod 23. Let the resulting message be Mo,
M;...My.; each of 32-bit words. Then in the second phase the hash function F.(H, A) is
applied. The hash function F,(H, A) is a function with argument H, a bit string of length
257 and A, a bit string of length 256. It returns a bit string of length 257. Initial value (IV)
i the all-zero bit string of length 257. The computation involves determining values for
H:
H = FAH, Mj.s Minoan.... Mjss moan ), = 1...N

where H° = IV and H" is the 257-bit hash result.

This is a hash function suitable for hardware implementations. The core is made
up of two cellular automata operations and permutations. In this algorithm the diffusion
and confusion properties have been obtained by linear cellular automaton and non-linear
automaton respectively.

F(H, A) has five step ion of H. Let ho, h hase denote the bits of

H and ag, aj....... azss represent the bits of A.
Stepl: by =y @ (hy V)  0Si<257
Step2: hy = hy 0si<257

Step3: b =h_,®h ®h,,  0<i<257



Stepd: b =h @a,, 0<i<257
StepS: b, =y, 0<i<257

where ®, v and represent XOR, OR and NOT operations respectively.

2.2.4 Message Digest 5 (MD5)

MD5 [4] is a message digest algorithm developed by Ron Rivest at MIT. It is
basically a secure version of his previous algorithm, MD4 which is a little faster than
MDS5. This has been the most widely used secure hash algorithm particularly in Internet-
standard message authentication. The algorithm takes as input a message of arbitrary
length and produces as output a 128-bit message digest of the input. This is mainly
intended for digital signature applications where a large file must be compressed in a
secure manner before being encrypted with a private (secret) key under a public key
cryptosystem.

Assume we have an arbitrarily large message as input and that we wish to find its

message digest. The processing involves the following steps.

(1) Padding
The message is padded to ensure that its length in bits plus 64 is divisible by 512, that is,
its length is congruent to 448 modulo 512. Padding is always performed even if the
length of the message is already congruent to 448 modulo 512. Padding consists of a

single 1-bit followed by the necessary number of 0-bits.



(2) Appending length

A 64-bit binary representation of the original length of the message is concatenated to the
result of step (1). (Least significant byte first). The expanded message at this level will
exactly be a multiple of 512-bits. Let the expanded message be represented as a sequence
of L 512-bit blocks Yo, Y1,.Y;,,Y..1 as shown in Figure 5 [16]. Note that in the figure, IV

and CV represent the initial value and chaining variable, respectively.

Lxstzbis Padding (1512 bis)
i

Figure 5. Generation of message digest

(3) Initialize the MD buffer
The variables IV and CV are both represented by a four-word buffer (ABCD) used to
compute the message digest. Here each of A, B, C and D is a 32-bit register and they are
initialized as IV to the following values in hexadecimal. Low-order bytes are put first.

Word A: 0123 45 67

Word B: 89 ABCD EF

Word C: FE DC BA 98

WordD: 76 54 32 10



(4) Process message in 16-word blocks
This is the heart of the algorithm, which includes four “rounds” of processing. It is
represented by Hups in Figure 5 and its logic is given in Figure 6. The four rounds have
similar structure but each uses different auxiliary functions F, G, H and 1.

F(X,Y,2)=(X /\Y)V(YA Y)

G(X,Y,2)= (X AZ)V (Y AZ)

H(X.Y,.Z)=X®Yez
IX.Y,2)=Y® (X vZ)

where, v, A, ® and ~ represent the logical OR, AND, XOR and NOT operations,
respectively. Each round consists of 16 steps and each step uses a 64-element table T [1
... 64] constructed from the sine function. Let T[i] denote the i-th element of the table,
which is equal to the integer part of 2% times abs(sin(i)), where i is in radians. The value i
represents the step number. Each round also takes as input the current 512-bit block (¥g)
and the 128-bit chaining variable (CV,). An array X of 32-bit words holds the current 512-
bit ¥,. For the first round the words are used in their original order. The following

permutations of the words are defined for rounds 2 through 4:

) =i
P2(i) = (1+ 5i) mod 16
Pa(i) = (5+ 3i) mod 16

Pa(i) =7i mod 16
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In Figure 6, Xp:()], Xtpa()), Xos()] and Xips(3] represent 16 words of X, permuted according

to P1(i), Pa(i), P3(i) and pa(i) respectively.

Figure 6. Compression function Hups

The output of the fourth round is added to the input of the first round (CV,) to produce

Vi

(5) Output
After all L 512-bit blocks have been processed, the output from the L™ stage is the 128-bit
message digest.

Figure 7 shows the operations involved in a single step [16]. The additions are

performed as modulo 22 operations. Four different circular shift amounts () are used
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each round and these are different from round to round. Here X[k| represents the

corresponding word for the step according to the permutation rule mentioned earlier.

L& [ & ] e [ 5]

- Figure 7. Operations in a single step of MD5
The operation of a step can be represented mathematically as follows:

AeD
B ¢ B+((A+ Func(B,C,D) + X[k] + T[i}) << S)
CeB
De«C

2.2.5 Secure Hash Algorithm-1 (SHA-1)

SHA-1 is the algorithm specified in the Secure Hash Standard [8], which was
developed by NIST. When a message of any length < 2% bits is input, SHA-1 produces a
160-bit output as a message digest. The overall processing of a message follows the MD5
structure given in Figure 5 with Hvps and the hash / chaining variable lengths replaced

with Hspa-1 and 160 bits, respectively. The processing consists of following five steps.

22



(1) Padding

The message is padded to ensure that its length in bits plus 64 is divisible by 512. That is,
its length is congruent to 448 modulo 512. Padding is always performed even if the
length of the message is already congruent to 448 modulo 512. Padding consists of a

single 1-bit followed by the necessary number of 0-bits.

(2) Appending length

A 64-bit binary representation of the original length of the message is concatenated to the
result of step (1). (Most significant byte first). The expanded message at this level will
exactly be a multiple of 512-bits. Let the expanded message be represented as a sequence

of L 512-bit blocks Yo, Y3,.,Y;,., Y21 as shown in Figure 5 [16].

(3) Initialize
The variables IV and CV are represented by a five-word buffer (ABCDE) used to compute
the message digest. Here each of A, B, C, D and E is a 32-bit register and they are
initialized as IV to the following values in hexadecimal. These values are stored in big-
endian format, which has the most significant byte of a word in the low-address byte
position.

A: 67452301

B: EFCDAB89

C: 98BADCFE
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D: 10325476
E: C3D2ELIF0Q
(4) Process message in 16-word blocks
As in MD5, this is the heart of the algorithm, which includes four “rounds” of processing

and its logic is given in Figure 8. Each round has 20 steps.

F4, K, W [60..79] 20 steps

OV gu

Figure 8. Compression Function Hsna.i
The four primitive functions are,
FIXY.2)=(X AD)VXAY)
FXX,Y,2)=X®Y®Z

F3X,Y,2)=(Y AV)V(X AZ)V(Y AZ)
F4X,Y,2)=X®YDZ

The four rounds have similar structure but each uses different auxiliary functions FI

(steps 0 < ¢ < 19), F2 (steps 20 < ¢ < 39), F3 (steps 40 < ¢ < 59), and F4 (steps 60 < ¢ <
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79). Each round utilizes an additive constant K,, where 0 < ¢ < 79 indicates the step.
Unlike MD5, SHA-1 uses only four distinct constants. The constants in hexadecimal are

as follows.

Step K,in Hexadecimal
0<r<19 Ki=5A827999
20<1<39 K=6ED9EBA1
40<1<59 K=8F1BBCDC
60<:<79 K=CA62C1D6

Each round also takes as input the current 512-bit block (¥;) and the 160-bit chaining
variable (CV,). Then CV, is updated through the four rounds and the output of the fourth
round (80"' step) is added to the input to the first round to produce CV,,,. This addition is
done independently for each of the five words in the buffer with each of the

corresponding words in CV, using modulo 2%
(4) Output:

‘When all the blocks have been processed, the 160-bit output will be the message digest.

The generic step of the compression function is shown in Figure 9.
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T~
[ =]

Figure 9. Operations in a single step of SHA-1

The operations in a step can be represented in mathematical form as follows.

A E+F(B,C,D)+S5(A)+W' +K,
Bea

sV
Dec
E«D

Here, A, B, C, D and E are five words of the input buffer. 5" denotes the circular left shift
of the 32-bit argument by n bits, K, is the additive constant for step 7. W, represents 32-bit
word derived from the current 512-bit input block. All additions (+) are modulo 2%

additions.
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2.3 Message Authentication Codes (MACs)

Message authentication is the procedure to verify that received messages come
from the alleged source and have not been altered. A MAC is an authentication tag
(checksum) derived by applying an authentication scheme, together with a secret key, to
a message so that the recipient can verify the message authenticity. There are several
types of construction available to produce MACs. These include

(a) Block cipher based MACs

(b) Keyed hash function based MACs

(c) Universal hash function based MACs.
In our work we have focused on the important technique of combining a key with an
unkeyed hash function, referred to as HMAC which is of type (b). Apart from these
methods there are other techniques as well. Unconditionally secure MACs [19] based on
encryption with a one-time pad and stream cipher based MACs [31] are other examples.
A MAC is said to be secure if it can resist existential forgery under an adaptive chosen-

message attack [32].

2.3.1 Block Cipher Based MACs

Cipher Block Chaining MACs (CBC-MACs)
This is the most widely used MAC, first used in the mid 1970s. A block cipher is

used in Cipher Block Chaining mode as shown in Figure 10. Let a message space for M
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be binary strings whose lengths are a positive multiple of /. Hence the message M can be
broken into blocks such that

M =My, Mo, My with M|

Then each block is passed through the encryption E with key K and the result is XORed
with the next block. Ex represents the encryption using a key K. Cipher block chaining is

given by
CBC,, (M)= Y E¢[M,®C ] Fori=l..mand Co=0'
S

where, ¢' indicates ! bit vector of all zeros.

l M, M, M Mn

MAC

Figure 10. CBC-MAC
The standards ANSI X9.9 [33] and FIPS 113 [34] describe CBC-MAC. Although it was
proven secure for fixed length messages by Bellare et al. [35], CBC-MAC does not
directly give a method to authenticate messages of variable lengths. If the length of

strings varies from a multiple of block length, the CBC-MAC becomes more vulnerable.
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Bellare suggested three methods: input-length key ion, length ding and

encrypting last block to overcome that vulnerability [32].
XOR MACs
This is an approach for authenticating a message using a Finite Pseudo Random

Function (PRF). This PRF can be instantiated with a block cipher or a compression

function of a cryptographic hash function. The of this are
incrementability and provable security. There are three main steps in this algorithm [36].

1. Encode message M as a collection of blocks.

2. Apply the finite PRF to each block creating collection of PRF images.

3. XOR the set of PRF images together.
XOR MAC has two schemes namely, randomized and counter based. In the randomized
scheme, it is assured that there is a PRF F with input size /, output size L and key length k
bits. A parameter b is fixed where b < I, which is the block size. Assume the message to
be authenticated M has length at most b x 2!, By standard padding arguments we may
assume Lh.al the message is a multiple of b. Usually b is taken as /2. So

M=My, My, ..My
where |M]| = b. Let <i > denote the binary representation of the I-b-1 bit encoding of the
integer i. It is the binary representation of the block index i € {1,2,...n}.
Assume K € {0, 1)¥is the shared key of length k. To compute the XOR MAC of a

message the sender chooses a random I-1 bit string r (known as seed) and then computes
the tag(r, #) using

1= F 0] N® F (15| M) ®F ([ 25| M) ®... F (Ul n > M,) .

29



Here || denotes concatenation and Fx represents a finite pseudo random function such as a
block cipher (e.g. DES) with a key K. Set the MAC of M to the pair (r, #). Thus the sender
transmits (M, r, £). The receiver verifies the message by computing ¢’ from M and r (and
K). This is a parallelizable structure and hence suitable for long messages and/or
expensive PRFs. The other feature is the MAC is incremental with respect to
substitutions. When it is computing the tag for a related message (e.g. only one block is
different) only a constant amount of computation is required [36].
In counter based XOR scheme, a sender maintains an n-bit counter C which is

initially 0 and incremented for each message. Authentication has to follow these steps.

- increment the counter C by 1

- set1=F0|0)®F(15|M)SF,0lk25|M,)®..Fl<n>|M,)

- setthe MACof Mto(c, 1)
The sender transmits (M, c,-t). The receiver calculates ¢”using the received (M, ¢’,t’) and

accepts the message if £ =1",

2.3.2 Keyed Hash Function Based MACs
A function H() that maps a fixed length key K and an arbitrary length message M
to a n-bit message digest MD is a keyed hash function, if it satisfies the following
properties [23].
* The description of H() is publicly known.

o Given K and M, it is easy to compute H(K, M).



*  Without knowledge of X, it is hard both to find M when H(K, M) is given, and to

find two distinct messages M and M”such that H(K, M)= H(K, M”).

Given (possibly many) pairs of {M; MD;} with MD; = H (K, M), it is hard to find

the secret key K.

Without knowledge of K, it is hard to determine H(K, M) for any message M,
even when a large set of pairs {M;, H(K, M;)}, where M; s are selected by the
opponent (M # M;, ¥ M), is given.
Keyed hash functions can be constructed from existing hash functions. Hence some
security requirements of the designed keyed hash function rely on the security of the
underlying hash function. Basically three methods have been adopted in constructing
keyed hash functions [23]. “Hash then encrypt” is the simplest keyed hash function which
can be defined as

H(K,M)= E (K, H'(M))
where K is the secret key, M is the message, H"is the one-way hash function and E is the
encryption algorithm.

The second method is the nested hash function. There are many schemes of
constructing keyed hash functions using this method. In these schemes the hash function
immduce‘s akey by setting it as the initial vector. Hash functions are nested with different
initial vectors. Suppose H’is a one way hash function. The round function f can be
defined as

fXu M) = H'(H' (X)) || M)).
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where, M; is the i message block, X;is the chaining variable (output of the last round),
“|I" represents concatenation and X, = IV’, which is set to the key K. This is shown in
Figure 11. The keyed hash function would be
H K, M) = f(f(of (F(K M), Mo),..., Ma1), My).

It has been found that this scheme does not satisfy the fourth property required for a
keyed hash function. This also suffers from padding attack, which is explained in section
2.4.3. Hence a modified keyed hash algorithm was developed which introduces a new
“salt value” S. The construction is given Figure 12. The H” can be built using the round
function explained earlier. In these schemes the several hash operations increase the

overhead and decrease the hash throughput.

Figure 11. Round function using Figure 12. Modified keyed hashed function

nested hash functions with nested hash functions.
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